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APPLICATION FOR NOMINATION TO THE VOLUSIA COUNTY COURT

Instructions: Respond fully to the questions asked below. Please make all efforts to include your full
answer to each question in this document. You may attach additional pages, as necessary, however it is
discouraged. In addition to the application, you must provide a recent color photograph to help identify

yourself.

Full Name: Ann Muenzmay Phillips Social Security No.:__
Florida Bar No.: 978698 Date Admitted to Practice in Florida: 7/23/1993

1. Please state your current employer and title, including any professional position and any public
or judicial office you hold, your business address and telephone number.

Embry-Riddle Aeronautical University

Associate Department Chair, Security Studies & International Affairs
Program Coordinator, Homeland Security & Intelligence

Associate Professor, Homeland Security & Intelligence

Security Studies & International Affairs Department

1 Aerospace Boulevard

Daytona Beach, Florida 32114

386-226-2966

2. Please state your current residential address, including city, county, and zip code. Indicate how
long you have resided at this location and how long you have lived in Florida. Additionally,
please provide a telephone number where you can be reached (preferably a cell phone number),
and your preferred email address.

I have resided at this address since March 2020.

I have lived in Florida my entire life.

I can be reached on my cell phone at 386-316-0739.
My preferred email address is amphill227@gmail.com

3. State your birthdate and place of birth.

I was born or— in Sarasota, Florida.

4. Are you a registered voter in Florida (Y/N)?
Yes

5. Please list all courts (including state bar admissions) and administrative bodies having special
admissions requirements to which you have ever been admitted to practice, giving the dates of
admission, and if applicable, state whether you have ever been suspended or resigned. Please


PHILLA15
Highlight

PHILLA15
Highlight

PHILLA15
Highlight


explain the reason for any lapse in membership.

o The Florida Bar (1993 — present)
Middle District of Florida (1995 — 2016) I allowed my membership to lapse as I was no
longer practicing law in the Middle District.

o 11" Circuit Court of Appeals (1995 —2016) [ allowed my membership to lapse as [ was
no longer practicing law in the 11" Circuit Court of Appeals.

o United States Supreme Court (2003 — present)

6. Have you ever been known by any aliases? If so, please indicate and when you were known by
such alias.

Birth — August 1990 - Ann Muenzmay
August 1990 - December 1997 - Ann Muenzmay Childs
December 1997 - present — Ann Muenzmay Phillips

EDUCATION:

7. List in reverse chronological order each secondary school, college, university, law school or any
other institution of higher education attended and indicate for each the dates of attendance,
whether a degree was received, the date the degree was received, class standing, and graduating
GPA (if your class standing or graduating GPA is unknown, please request the same from such
school}.

» University of Florida

January 1990 — December 1992
Degree earned: Juris Doctorate

o Date received: December 19, 1992
o Graduating GPA: 2.8

o O

o University of South Florida
o August 1984 — December 1987
o Degree earned: Bachelor of Arts, Political Science
o Date received: December 13, 1987
o Graduating GPA: 3.1

» Sarasota High School
o August 1981~ June 1984
o Degree earned: high school diploma
o Date received: June 7, 1984




8. List and describe any organizations, clubs, fraternities or sororities, and extracurricular activities
you engaged in during your higher education. For each, list any positions or titles you held and
the dates of participation.

a) University of Florida
o Guardian Ad Litem volunteer, 1991-1993
o Chapter Adviser, Alpha Omicron Pi, 1990-1993
o John Marshall Bar Association, 1990-1992
b) University of South Florida
o Student Government, Senator, College of Social & Behavioral Sciences, 1986-1987
»  Budget Committee member
Young Republicans, 1985-1987
o Alpha Omicron Pi Fraternity, collegiate member, 1985-1987
» Keeper of the Ritual, 1986-1987
* Panhellenic Representative, 1986-1987
»  Vice-President of Recruitment, 1985-1986
Order of Omega, Honor Society, 1986-1987
»  Secretary, 1987
o Senior Class Council, 1987

o]

]

EMPLOYMENT:

9. Listin reverse chronological order all full-time jobs or employment (including internships and
clerkships) you have held since the age of 21. Include the name and address of the employer, job
title(s) and dates of employment. For non-legal employment, please briefly describe the position
and provide a business address and telephone number.

Embry-Riddle Aeronautical University, Daytona Beach (August 2015 — present)
Associate Department Chair, Security Studies & International Affairs (August 2023-present)
Associate Professor of Homeland Security & Intelligence (August 2019 — present)

Program Coordinator, Homeland Security & Intelligence (August 2018 — August 2023, May
2025-present)

Assistant Professor of Homeland Security (August 2015 — August 2019)

Security Studies & International Affairs Department

1 Aerospace Blvd.

Daytona Beach, Florida 32114

386-226-7517

o Iam a full-time associate professor at ERAU, teaching various classes, mainly legal
courses. I was promoted by committee to associate professor in 2019, the year I was first
eligible for this promotion. I was asked to serve as the program coordinator for the
Homeland Security & Intelligence degree program in 2018 and stayed in that role, in
addition to teaching, for five years. As the program coordinator, [ was responsible for
overseeing faculty members, advising students, managing administrative reporting
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requirements, and managing the budget. I was promoted in August 2023 to Associate
Department Chair, overseeing both degree programs in the department, including faculty,
budgeting, personnel issues, and administrative requirements. resumed the role of
program coordinator in August 2025 while also continuing in my roles as associate
department chair and associate professor.

Seventh Judicial Circuit’s Court-Appointed Attorney Registry
Conflict Counsel (July 2024 — present)

Aaron Delgado & Associates

Contract attorney services (2022 -- present)
227 Seabreeze Blvd.

Daytona Beach, Florida 32118

Embry-Riddle Aeronautical University, Worldwide Campus
Course Developer and Adjunct Faculty
I Aerospace Blvd.
Daytona Beach, Florida 32114
800-522-6787
College of Arts & Sciences, Security & Emergency Services (2016-2019)
o Developed course curriculum for four courses for online delivery (2 graduate/2

undergraduate): International Law and U.S. Security Policy, Aviation Policy and Law in
Cyberspace, Homeland Security Law and Policy, Cybetcrime and Cyberlaw.
o Provided online graduate and undergraduate instruction in courses | created

State of Florida, Department of Legal Affairs, Office of the Attorney General
Assistant Attorney General, Criminal Division (February 1994 — May 2015)

444 Seabreeze Blvd.

Suite 500

Daytona Beach, Florida 32118

Embry-Riddle Aeronautical University (August 2013 — August 2015)
Adjunct Professor, College of Arts and Sciences
1 Aerospace Blvd.
Daytona Beach, Florida 32114
386-226-7517
o 1taught one Homeland Security Law & Policy class for the Homeland Security program
per semester.

Embry-Riddle Aeronautical University (August 1996 — May 1999)
Adjunct Professor, College of Business

1 Aerospace Blvd.

Daytona Beach, Florida 32114




10.

386-226-6100
o I taught one class of Business Law per semester for the College of Business.

Department of Justice, United States Attorney General, Northern District of Florida
Legal Intern (August 1992 — December 1992)

United States Courthouse

401 SE First Ave,

Gainesville, Florida 32601

Dickinson & Gibbons, P.A.

Legal Intern (March 1993 - February 1994)
401 N. Cattleman Rd.

Suite 300

Sarasota, Florida 34232

Clayton, Johnston, Quincey, Ireland, Felder, Gadd, Smith & Roundtree, P.A.
Legal Intern (January 1991 — August 1994)

111 S.E. I* Ave.

Gainesville, Florida 32601

Describe the general nature of your current practice including any certifications which you
possess; additionally, if your practice is substantially different from your prior practice or if you
are not now practicing law, give details of prior practice. Describe your typical clients or former
clients and the problems for which they sought your services.

[ achieved board certification in Criminal Appellate Law in August 1999 and have maintained
my ceitification continuously. My current certification period extends through July 31, 2029. In
May 2024, I volunteered to review the annual Criminal Appellate Certification essay and
multiple-choice questions. Following my contributions, I was invited to join the Criminal Law
Certification Committee, where I have served since July 2024,

In 2022, in part to maintain my certification and because I was missing the practice of law, 1
began contracting with a local private firm specializing in criminal appellate work. Additionally,
I registered on the Criminal Appellate Conflict Counsel list for Florida’s Seventh Judicial
Circuit, allowing me to continue practicing law and also meet certification requirements.

Before joining the faculty at Embry-Riddle Aeronautical University, I served as an Assistant
Attorney General for the State of Florida, where I handled felony criminal appeals for all circuits
within the jurisdiction of Florida’s Fifth District Court of Appeal. My practice encompassed all
aspects of criminal appellate law in both state and federal courts. The cases I managed included
appeals for a wide range of felony offenses, such as all levels of homicide (excluding death
penalty cases), assault and battery, stalking, kidnapping, false imprisonment, sex offenses
(including capital sexual battery), robbery, burglary, fraud, and child abuse.
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As the sole attorney responsible for my assigned cases, 1 addressed all issues raised in opposing
briefs. Typical appellate issues involved state constitutional matters, statutory challenges, U.S.
constitutional claims under the Fourth, Fifth, Sixth, and Eighth Amendments, evidentiary errors,
jury selection disputes, sentencing errors, and claims of prosecutorial misconduct. I also handled
claims of ineffective assistance of both trial and appellate counsel, as well as complex issues of
statutory and constitutional construction and procedural errors. My responsibilities included
drafting and filing standard appellate briefs and responding to extraordinary writs, such as
mandamus and habeas corpus petitions.

11. What percentage of your appearance in court in the last five years or in the last five years of
practice (include the dates) was:

Court Area of Practice

Federal Appellate % Civil Yo
Federal Trial Yo Criminal 90 %
Federal Other 10 % Family %
State Appellate 90 % Probate %
State Trial % Other 10 %
State Administrative %

State Other %

TOTAL 100 % TOTAL 100 %

If your appearance in court the last five years is substantially different from your prior practice,
please provide a brief explanation:
Since I have been teaching for more than five years, I have not appeared in court. While
at the Attorney General’s Office, 1 appeared in multiple courts as set forth in this
application.

12. In your lifetime, how many (number) of the cases that you tried to verdict, judgment, or final
decision were:

Jury? 0 Non-jury? 5

Arbitration? 0 Administrative Bodies? 0

Appellate? Thousands




13. Please list every case that you have argued (or substantially participated) in front of the United
States Supreme Court, a United States Circuit Court, the Florida Supreme Court, or a Florida
District Court of Appeal, providing the case name, jurisdiction, case number, date of argument,
and the name(s), e-mail address(es), and telephone number(s) for opposing appellate counsel, If
there is a published opinion, please also include that citation.

During my tenure with the Florida Attorney General’s Office, | gained extensive
experience managing thousands of cases in the Florida appellate courts and hundreds
more in the federal court system. According to office records, I served as counsel of
record in over 4,000 cases, most of which I handled as the sole or lead attorney. Only a
small percentage of these cases required pro forma responses without substantive legal
research or writing on my part.

[ have litigated cases at every level of the state and federal court systems, filing pleadings
in Florida trial courts, multiple Florida district courts of appeal, the Florida Supreme
Court, federal district courts, and the federal appellate court.

11" Circuit Court of Appeal

I was counsel of record in approximately a dozen cases in the Eleventh Circuit Court of
Appeals and presented oral argument in one case.

Thompson v. Secretary, Department of Corrections, 595 F.3d 1233 (11 Cir. 2010).
Oral argument on September 21, 2009

Opposing Counsel: Appointed Counsel for Appellant, Elaine Joan Mittleman,
elainemittleman@msn.com, (703) 734-0482

Florida Supreme Court

I was counsel of record in more than 30 cases and appeared for oral argument in the
following matters:

Andre Isaiah Dunbar v. State of Florida, 89 So. 3d 901 (Fla. 2012)
Oral argument on November 2, 2011

Opposing counsel: Assistant Public Defender David Stewart Morgan,
morgan.dave@pd7.org, (386) 689-8857

State of Floridav. Tony A. Carwise, 846 So. 2d 1145 (Fla. 2003)

Oral argument on March 3, 2003

Opposing counsel: Leonard R. Ross, lrr@fldivorcesite.com, (386) 258-5069 and George
D.E. Burden, georgeburdenlaw(@gmail.com, (386) 451-6968
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15.

16.

Fifth District Court of Appeal

I was counsel of record in more than one thousand cases in the Fifth District Court of
Appeal. I would estimate that I have appeared for oral argument approximately fifty
times. A list of cases could be generated upon request.

Within the last ten years, have you ever been formally reprimanded, sanctioned, demoted,
disciplined, placed on probation, suspended, or terminated by an employer or tribunal before
which you have appeared? If so, please state the circumstances under which such action was
taken, the date(s) such action was taken, the name(s) of any persons who took such action, and
the background and resolution of such action.

No.
In the last ten years, have you failed to meet any deadline imposed by court order or received
notice that you have not complied with substantive requirements of any business or contractual
arrangement? If so, please explain full.

No.
For your last six cases, which were tried to verdict or handled on appeal, either before a jury,
judge, appellate panel, arbitration panel or any other administrative hearing officer, list the
names, e-mail addresses, and telephone numbers of the trial/appellate counsel on all sides and
court case numbers (include appellate cases). This question is optional for silting judges who
have served five years or more.

a) Jeremy Lee Nixon v. State of Florida, 5D2024-0748
Stephen Putnam, Counsel for Appellee
Stephen.Putnam@myfloridalegla.com
386-238-4990

b) Fernando Lagunas v. State of Florida, 5D2024-2283
Daniel Paul Caldwell, Counsel for Appellee
Daniel.Caldwell@myfloridalegal.com
386-238-4990

¢) Noah M. Motto v. State of Florida, 5D2022-1246
Allison L. Morris, Counsel for Appellee
Allison.Morris@myfloridalegal.com
386-238-4990

d) Noah Dickerhoffv. State of Florida, 5D2021-2594
Richard Pallas, Counsel for Appellee
Richard.Pallas@mpyfloridalegal.com
(386) 238-4990
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18.

19.

¢) Robert Lentino v. Torianne McKinney, 5D2021-2155
No appearance by Appellee

) Alexey Kholodkov v. State of Florida, 5D2015-665
Ronald E. Fox, Counsel for Appellant
Ron@ronfoxlawyer.com
(352) 669-3228

For your last six cases, which were either settled in mediation or settled without mediation or
trial, list the names and telephone numbers of trial counsel on all sides and court case numbers
(include appellate cases). This question is optional for sitting judges who have served five
years or more.

Not applicable.

During the last five years, on average, how many times per month have you appeared in Court or
at administrative hearings? If during any period you have appeared in court with greater
frequency than during the last five years, indicate the period during which you appeared with
greater frequency and succinctly explain.

[ have not appeared in court in the past five years as I have been primarily employed as a
university professor during the stated time frame.

When [ was employed at the Florida Attorney General’s Office, as an appellate
practitioner, I did not appear regularly in court. When I did appear in court, it was before
the Fifth District Court of Appeal, the Florida Supreme Court, the Middle District of
Florida, the Eleventh Circuit, and several circuit courts. While most of my appearances
were for oral arguments, I also appeared at evidentiary hearings, depositions, and motion
hearings.

While at the Attorney General’s Office in the early 2000s, I represented the Florida
Department of Highway Safety and Motor Vehicles in civil forfeiture cases in circuit
court. My participation included preliminary probable cause hearings, status hearings,
pretrial conferences, hearings on motions to dismiss, and summary judgment.

If Questions 16, 17, and 18 do not apply to your practice, please list your last six major
transactions or other legal matters that were resolved, listing the names, e-mail addresses, and
telephone numbers of the other party counsel.

Not applicable.
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20. During the last five years, if your practice was greater than 50% personal injury, workers’
compensation or professional malpractice, what percentage of your work was in representation
of plaintiffs or defendants?

21.

Not applicable.

List and describe the five most significant cases which you personally litigated giving the case
style, number, court and judge, the date of the case, the names, e-mail addresses, and telephone
numbers of the other attorneys involved, and citation to reported decisions, if any. Identify your
client and describe the nature of your participation in the case and the reason you believe it to be
significant.

Rosado v. State, 129 So. 3d 1104 (Fla. 5" DCA 2013) (5D12-4257) (Judges Cohen, Torpy,
and Orfinger) (Opposing counsel: John Selden, Selden.John@pd7.org, 386-254-3758). This
opinion was written based on a motion for rehearing by Rosado. The Fifth DCA found that
while Rosado’s motion raising vindictive sentencing could be raised for the first time on
appeal as the claim was not subject to a 3.800(b) motion, the imposition of a vindictive
sentence would constitute fundamental error. In this case, however, the court found that the
presumption of vindictiveness did not arise based on the trial judge’s actions.
State v. Oliveras, 65 So. 3d 1162 (Fla. 5™ DCA 2011) (5D09-4197) (Judges Sawaya,
Orfinger, and Jacobus) (Opposing counsel: Kathryn Radtke, kat892(@bellsouth.net, 386-254-
3758). In this state appeal, the court interpreted Florida’s Security of Communications Act as
it related to a computer tracing company’s tracing of the victim’s computer and the possible
violation of the defendant’s Fourth Amendment rights. The court found that since there was
no state action and the tracing company was acting at the request of the person who had paid
for their services, Oliveras had no reasonable expectation of privacy. The interpretation of
the Fourth Amendment has always been interesting to me, so I enjoyed the research and
discussions that came out of this case.
MecKinney v. State, 66 So. 3d 852 (Fla. 2011) (SC10-140) (Opposing counsel: Rebecca
Becker, rmbmsb@outlook.com, 386-672-6092). The Florida Supreme Court resolved a
conflict between the Fifth and Fourth District Courts of Appeal regarding double jeopardy.
The Supreme Court approved the opinion of the Fifth DCA. T wrote the brief for the case in
the district court as well.
Freeman v. State, 969 So. 2d 473 (Fla. 5" DCA 2007) (5D06-2395) (Judges Pleus, Palmer,
and Lawson) (Opposing counsel: Assistant Public Defender Brynn Newton(retired),
thenewscons@aol.com, 386-846-2428. This case struck a chord with me as the victim’s
family was very concerned about the appeal of the defendant’s manslaughter conviction. The
case was interesting from a legal perspective in that it examined the State's charging
discretion and the application of general versus specific statutes.
Barber v. State, 781 So. 2d 425 (Fla. 5" DCA 2001) (5D99-218) (Judges Peterson, Sharp,
and Pleus) (Opposing counsel: Robert Berry, robert@attorneyrobertberry.com, 850-597-8015
and Gregory Eisenmenger, gregeisenmenger@ebplaw.com, 321-504-0321). This was a
circumstantial evidence case of aggravated child abuse stemming from a baby being injured
from shaking by the church daycare provider entrusted with his care. A feature of the case
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was Williams rule evidence, which the prosecution relied upon to prove identity. This case
was significant to me for two reasons. First, the manner in which the appellate court
interpreted this important rule of evidence would affect many cases. The importance of this
type of evidence was all too evident in this shaken-baby case. Second, I spent a fair amount
of time talking with the victims and understood their pain regarding and interest in the
outcome of the appeal.

22. Attach at least two, but no more than three, examples of legal writing which you personally
wrote. If you have not personally written any legal documents recently, you may attach a writing
sample for which you had substantial responsibility, Please describe your degree of involvement
in preparing the writing you attached.

['have attached three writing samples. The first two are answer briefs for which I was
solely responsible. The third is the journal article I co-wrote with a colleague from
Embry-Riddle, Dr. Gary Kessler. While we worked together on the article, I cannot claim
any credit for the portion of the article addressing the history of cryptography; Section 2
is solely Dr. Kessler’s work. My contributions are reflected in the legal aspects of the
article.

PRIOR JUDICIAL EXPERIENCE OR PUBLIC OFFICFE

23. Have you ever held judicial office or been a candidate for judicial office? If so, state the court(s)
involved, the dates of service or dates of candidacy, and any election results.

24.

No.

If you have previously submitted a questionnaire or application to this or any other judicial
nominating commission, please give the name(s) of the commission, the approximate date(s) of
each submission, and indicate if your name was certified to the Governor’s Office for
consideration.

Seventh Circuit INC, Circuit Vacancy, October 2025, certified

Seventh Circuit JNC, Circuit Vacancy, July 2025, certified

Seventh Circuit INC, Circuit and County Vacancies, March 2025, certified
Seventh Circuit INC, Circuit Vacancy, November 2024, certified

Seventh Circuit INC, Circuit Vacancy, April 2024, certified

Seventh Circuit INC, Circuit Vacancy, January 2024, certified

Seventh Circuit INC, County Court Vacancy, September 2023, certified
Seventh Circuit INC, Circuit Vacancy, February 2023, certified
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25. List any prior quasi-judicial service, including the agency or entity, dates of service, position(s)

26.

27,

28.

29.

30.

held, and a brief description of the issues you heard.
Not applicable.
If you have prior judicial or quasi-judicial experience, please list the following information:

(i) the names, phone numbers and addresses of six attorneys who appeared before you on
matters of substance;

(ii) the approximate number and nature of the cases you handled during your tenure;

(iii) the citations of any published opinions; and

(iv) descriptions of the five most significant cases you have tried or heard, identifying the
citation or style, attorneys involved, dates of the case, and the reason you believe these cases
to be significant.

Not applicable.

Provide citations and a brief summary of all of your orders or opinions where your decision was
reversed by a reviewing court or where your judgment was affirmed with significant criticism of
your substantive or procedural rulings. If any of the opinions listed were not officially reported,
attach copies of the opinions.

Not applicable.

Provide citations for significant opinions on federal or state constitutional issues, together with
the citation to appellate court rulings on such opinions. If any of the opinions listed were not
officially reported, attach copies of the opinions.

Not applicable.

Has a complaint about you ever been made to the Judicial Qualifications Commission? If so,
give the date, describe the complaint, whether or not there was a finding of probable cause,
whether or not you have appeared before the Commission, and its resolution.

Not applicable.

Have you ever held an attorney in contempt? If so, for each instance state the name of the
attorney, case style for the matter in question, approximate date and describe the circumstances.

Not applicable.
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31.

Have you ever held or been a candidate for any other public office? If so, state the office,
location, dates of service or candidacy, and any election results.

Not applicable.

NON-LEGAL BUSINESS INVOLVEMENT

32.

33.

If you are now an officer, director, or otherwise engaged in the management of any business
enterprise, state the name of such enterprise, the nature of the business, the nature of your duties,
and whether you intend to resign such position immediately upon your appointment or election
to judicial office.

I currently serve on the Board of Trustees for The Cici and Hyatt Brown Museum of Att,
Science, and History (formerly MOAS) in Daytona Beach, a not-for-profit educational
institution dedicated to inspiring curiosity and promoting lifelong learning in art, science,
and history. I am deeply committed to The Brown’s contributions to the community and
the State of Florida. While not anticipated, should an ethical issue or conflict of interest
arise as a result of my participation in this organization, I would promptly resign from the
position to uphold the highest standards of integrity and impartiality.

Since being admitted to the Bar, have you ever engaged in any occupation, business or
profession other than the practice of law? If so, explain and provide dates. If you received any
compensation of any kind outside the practice of law during this time, please list the amount of
compensation received.

In the late 1990s and into the early 2000s, and again from 2012 to 2014, I taught as an
adjunct faculty member for Embry-Riddle Aeronautical University. T taught Business
Law and Homeland Security Law & Policy. I was paid $3,000 per course.

I became a full-time professor at ERAU in 2015 and remain in that capacity. I teach
courses in Homeland Security & Intelligence Law & Policy, Government of the U.S., and
Cybercrime & Cyberlaw. As a full-time employee, I have been paid a regular salary, as
detailed in the financial disclosure. My total base pay for the current academic year,
2025-2026, is $105,697.
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POSSIBLE BIAS OR PREJUDICE

34. The Commission is interested in knowing if there are certain types of cases, groups of entities, or
extended relationships or associations which would limit the cases for which you could sit as the
presiding judge. Please list all types or classifications of cases or litigants for which you, asa
general proposition, believe it would be difficult for you to sit as the presiding judge. Indicate the
reason for each situation as to why you believe you might be in conflict. If you have prior
judicial experience, describe the types of cases from which you have recused yourself.

No, I do not believe I would have any difficulty presiding over any type of case, group of
entities, or type of litigants.

PROFESSIONAL ACCOMPLISHMENTS AND OTHER ACTIVITIES

35. List the titles, publishers, and dates of any books, articles, reports, letters to the editor, editorial
pieces, or other published materials you have written or edited, including materials published
only on the Internet. Attach a copy of each listed or provide a URL at which a copy can be
accessed.

« Phillips, A.M., “Foreign Intelligence Surveillance Act of 1978,” J. Rudolph & W. Lahneman
(Eds.) Combatting Terrorism in the 21° Century: American Laws, Strategies and Agencies.
Santa Barbara, CA. ABC-CLIO (2022).

« Phillips, A.M., “Foreign Intelligence Surveillance Court,” J. Rudolph & W. Lahneman (Eds.)
Combatting Terrovism in the 21 Century: American Laws, Strategies and Agencies. Santa
Barbara, CA. ABC-CLIO (2022).

« Kessler, G. and Phillips, A.M. (August 2020) “Cryptography, Passwords, Privacy, and the
Fifth Amendment,” Journal of Digital Forensics, Security and Law.

36. List any reports, memoranda or policy statements you prepared or contributed to the preparation
of on behalf of any bar association, committee, conference, or organization of which you were or
are a member. Provide the name of the entity, the date published, and a summary of the
document. To the extent you have the document, please attach a copy or provide a URL at which
a copy can be accessed.

Not applicable.

37. List any speeches or talks you have delivered, including commencement speeches, remarks,
interviews, lectures, panel discussions, conferences, political speeches, and question-and-answer
sessions. Include the date and place they were delivered, the sponsor of the presentation, and a
summary of the presentation. If there are any readily available press reports, a transcript or
recording, please attach a copy or provide a URL at which a copy can be accessed.

15



Phillips, A.M., Homeland Security & Intelligence degree program. Presentation for the
DeLand Rotary. March 28, 2024,

Sharp, M., Berezovski, M., Gressang, D., Phillips, A., et al. Media Literacy and Online
Critical Thinking Initiatives, Seminar for Volusia County Schools, May and June 2023.
https://commons.erau.edu/faculty-research-projects/37/ (part of DHS TVTP grant).
Phillips, A.M. Homeland Security Law & Policy, 2023 ERAU Aviation Regulation in the
U.S. Law Seminar, April 7, 2023.

Phillips, A.M. Cybersecurity and the Law. Presentation for the 2022 ERAU U.S. Aviation
Law Professional Development Workshop, November 29, 2022, Embry-Riddle Aeronautical
University.,

Phillips, A.M. Homeland Security Law & Policy. Presentation for the 2022 ERAU
Aviation Regulation in the U.S. Law Seminar, April 7, 2022, Embry-Riddle Aeronautical
University.

Phillips, A.M. Cybersecurity and the Law. Presentation for the 2021 ERAU U.S. Aviation
Law Professional Development Workshop, December 9, 2021, Embry-Riddle Aeronautical
University.

Phillips, A.M. Homeland Security Law & Policy. Presentation for the 2021 ERAU
Aviation Regulation in the U.S. Law Seminar, April 8, 2021, Embry-Riddle Aeronautical
University.

Phillips, A.M. and Zorri, D.M., “Quantifying Risk as a Method of Reasoning Protecting
Privacy at the Border.” Presentation at the 2020 Citadel Intelligence Ethics Conference,
Charleston, SC, February 11, 2020.

Phillips, A.M. Cybersecurity and the Law. Presentation for the 2079 ERAU U.S. Aviation
Law Professional Development Workshop, December 5, 2019. Embry-Riddle Aeronautical
University.

Phillips, A.M., Trends in Homeland Security. Presentation for the 2019 Aviation Regulation
in the United States, Part of the U.S. Aviation Law Diploma. April 11, 2019. Embry-Riddle
Aeronautical University.

Phillips, A.M., Cybersecurity Law and Policy. Presentation for the 2018 ERAU Aviation Law
Professional Development Workshop. December 6, 2018, Embry-Riddle Aeronautical
University.

Phillips, A. and Friedenzohn, D., “Constitutional Considerations and Evolving Drone
Technology.” Presentation at the Ninth Annual Constitutional Law Colloquium, Loyola
University Chicago School of Law, Chicago, IL, November 3, 2018.

Phillips, A.M., Trends in Homeland Security Law & Policy. Presentation for the 2078
Aviation Regulation in the United States, Part of the U.S. Aviation Law Diploma. April 5,
2018. Embry-Riddle Aeronautical University.

Phillips A.M., Cybersecurity Law and Policy. Presentation for the 2017 ERAU Aviation Law
Professional Development Workshop. December 7, 2017. Embry-Riddle Aeronautical
University.

Phillips, A.M., Cybersecurity in Aviation. Presentation for the 20/6 ERAU U.S. Aviation
Law Seminar, December 6, 2016. Embry-Riddle Aeronautical University.
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38.

] have either presented or substantially led Embry-Riddle’s Constitution Day events since 2016. 1
have spoken individually, led panel discussions, hosted a constitutional quiz game, and
moderated question-and-answer sessions.

During my employment at the Attorney General’s office, I spoke numerous times as part of the
Child Predator Cyber Crime Unit’s initiative to educate middle and high school students about
the dangers on the internet. I also served as president of VFAWL and the Dunn-Blount Inn of

Court, where I spoke on numerous occasions. | have guest lectured in numerous classes on the
law, appeals, and legal writing. I have participated in many Law Week talks and presentations.

Have you ever taught a course at an institution of higher education or a bar association? If so,
provide the course title, a description of the course subject matter, the institution at which you
taught, and the dates of teaching. If you have a syllabus for each course, please provide.

All courses were taught at Embry-Riddle Aeronautical University. A master course outline for
each named course has been provided.

BA 225 - Business Law (August 1996 — May 1999) - an overview of the law as it pertains to
business relations and business transactions. Areas covered include procedure, torts, criminal law
and procedure, constitutional law, administrative law, contracts, agency, real property, personal
property, wills, trusts and estates, insurance law, employment law, commercial transactions,
secured transactions, creditor/debtor law, and negotiable instruments.

CYB 465/CYBR 465 — Cybercrime & Cyberlaw (occasional offerings since 2017) - types of
criminal behavior in cyberspace, such as identity theft, white collar crimes, fraud, child sexual
exploitation, intellectual property theft, and online scams; laws governing cyberspace, defining
criminal activity and guiding law enforcement investigations; U.S. decisional law guiding search
and seizure of digital devices and information; international laws related to computer crime and
privacy.

HISI 110 — Introduction to Homeland Security (occasional offerings since 2015) - introduces
the multidisciplinary approach to protecting and defending America. Knowledge domains of
intelligence, emergency management, law and policy, eritical infrastructure and resilience,
strategic planning and decision-making, terrorism, cyberspace, human and environmental
security, risk analysis and management, and professionalism.

HS 280 — Professionalism in Homeland Security (occasional offerings between 2016-2018) -
prepared students to seck and win internships, personality evaluations, cover letter and resume
preparation, and interviewing skills. Ethics and professionalism in homeland security.

HS 320/HSI 320/HSLD 320 — Homeland Security & Intelligence Law and Policy (2016 —
present) - Key legal, policy, and ethical issues in the context of Homeland Security and
Intelligence policy and practice; legal concepts regarding constitutional rights of individuals,
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legal process, access to courts, the law of war, and national security principles as they relate to
homeland security legislation and policy initiatives; legal principles of due process, habeas
corpus, search and seizure, compulsory process, and international agreements are explored.
Elements of national security law, including intelligence collection and sharing, the Patriot Act,
and military-civilian relations.

HS 290 — Introduction to Environmental Security (occasional offerings 2016-2021) -
Development and execution of U.S. domestic and foreign policy, transnational threats, and
ultimately U.S. national security relating to emerging threats, environmental & health issues,
infrastructure vulnerabilities, natural resource shortages, and urbanization in less developed
countries.

MCMP 515/MHSR 515 — Law & Policy for National, Human, and Cyber Security (Spring
2016, Summer 2019) - examines the role of international law, U.S. foreign policy, and
international institutions in responding to terrorism, crime, complex emergencies, disasters and
crises; analyzes the challenges and difficulties in achieving unified response and the
administrative and legal barriers that must be overcome; discusses how U.S. laws and policies
intersect with international norms and regimes in a U.S. security context, including existing
multinational treaties such as UNCLOS and the Antarctic Treaty System, International
Cybercrime Treaty, the Biological Weapons Convention or the Chemical Weapons Convention,
and international humanitarian law. Particular attention is paid to privacy law; conflicts that are
caused by disparate laws and policies are also explored, as well as solutions.

MCMP 516 — Aviation Policy and Law in Cyberspace (Spring 2018) - addresses emerging
policies and laws that affect cyberspace, particularly related to information security and
cybercrime in the aviation and aerospace industry; the clash between real space and cyberspace
is examined, as well as international laws and policies related to aviation, acrospace, and
aeronautics,

SS 320/HSI 323 — Government of the U.S. (Fall 2020, 2023-2025) - introduces the nature of
constitutional government at the national level, contributing to a greater understanding and
political awareness among an informed citizenry; students are introduced to rules, institutions,
and concepts to demonstrate the allocation of power and resources in political conflict,
supporting an understanding that the U.S. political process inevitably involves its citizens,
regardless of their involvement in politics.

List any fellowships, honorary degrees, academic or professional honors, honorary society
memberships, military awards, and any other special recognition for outstanding service or
achievement. Include the date received and the presenting entity or organization.

Impact Award — Awarded by the ERAU Daytona Beach Parent Association/Parent Advisory
Council — 2023, 2024
Service Recognition — Child Predator Cyber Crime Unit — 2008, 2009, 2010
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41.

Service Recognition ~ Volunteer Lawyer’s Project — 2000, 2008
Pro Bono Award — 2007

Service Recognition — Guardian Ad Litem ~-1996

Service Recognition — Greek Advisor - 1993

Service Recognition — Student Intern — 1992

I am also part of a group of professors at ERAU who were awarded a nearly $250,000 grant from
the Department of Homeland Security as part of their Targeted Violence and Terrorism
Prevention Program. This was a competitive grant process; we were one of 37 recipients across
the United States. This is the only federal grant program dedicated to enhancing the capabilities
of local communities to prevent targeted violence and terrorism. The grants in this cycle
prioritized the prevention of domestic violent extremism, including through efforts to counter
online radicalization and mobilization to violence. We worked with Volusia County Schools to
provide this course for continuing educational units at no cost to the teachers and staff of VCS.
The online version of this course continues to be offered free of charge.

Do you have a Martindale-Hubbell rating? If so, what is it and when was it earned?

[ am BV-rated. I am uncertain when the rating was earned.

List all bar associations, legal, and judicial-related committees of which you are or have been a
member. For each, please provide dates of membership or participation. Also, for each indicate
any office you have held and the dates of office.

c 0 @ O O

The Federalist Society (2022-present)

Criminal Law Certification Committee (July 2024-present)

Dunn-Blount American Inn of Court — (2014-present) (Immediate Past President,
2021-2023, President, 2019-2021; President-elect, 2017-2019; Secretary, 2015-2017;
Executive Board member, 2014-15, 2023-present)

Volusia County Bar Association (Director 1998-2001, Secretary 1996-1997)

Volusia Flagler Association for Women Lawyers (2010-2016, 2022-present) {(President
2014-15; Vice-President 2013-2014; Secretary 2011-2013)

Florida Bar (Appellate Section, Legislative Committee 2007-2009, 2020-2022)
American Bar Association, Law School Divisions Competition, Appellate Brief grader
(2020-2021)

Volusia County Teen Court, Development Committee

Volusia County Teen Court volunteer

Juvenile Drug Court Task Foree Committee

Adult Drug Court Task Force Committee

Volusia County Young Lawyers (1995-1999)

42. List all professional, business, fraternal, scholarly, civic, charitable, or other organizations, other
than those listed in the previous question to which you belong, or to which you have belonged
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44,

since graduating law school. For each, please provide dates of membership or participation and
indicate any office you have held and the dates of office.

o The Cici and Hyatt Brown Museum of Att, Science, and History (formerly MOAS),
Board of Directors (2019 — present) (Vice-President, 2026-present, Secretary, 2022 —
2025)

Lighthouse Christ Presbyterian Church (2022-present)(Endowment Committee)
Take Stock in Children, mentor (2023-present)

International Studies Association (2016-2020)

Pathways Elementary PTA (President 2009-2011, 2013-2014)

Pathways Elementary School Advisory Council (2006-2015)

Volusia County School Advisory Council, school representative (2012-2015)
Hinson Middle School PTSA (Vice-President 2012-2014)

Volusia County Teacher of the Year Selection Committee (2014)

Ormond Beach Soccer Club, Girls Team Manager (2013-2015)

Alpha Omicron Pi Fraternity, Collegiate Network Specialist (1990-2003)

Justice Teaching Program (2007-2009)

Volusia County Friends of Teen Court Board (Secretary)

Guardian Ad Litem (Family Law division)

Junior League of Daytona Beach (1997-1999)

¢ o 0 ¢ 0 0 0 0 O 0 0 0 0O 0

Do you now or have you ever belonged to a club or organization that in practice or policy
restricts (or restricted during the time of your membership) its membership on the basis of race,
religion (other than a church, synagogue, mosque or other religious institution), national origin,
or sex (other than an educational institution, fraternity or sorority)? If so, state the name and
nature of the club(s) or organization(s), relevant policies and practices and whether you intend to
continue as a member if you are selected to serve on the bench.

I was a member of the Junior League of Daytona Beach for two years in the late 1990s. The
Junior League of Daytona Beach is an organization of women committed to promoting
volunteerism, developing women's potential, and improving communities through the effective
action and leadership of trained volunteers. Its purpose is exclusively educational and charitable.
Its intent is to positively impact the communities of Volusia and Flagler Counties. This chapter is
a member of the Association of Junior Leagues International, Inc. I have not been a member of
the Junior League since approximately 1999,

Please describe any significant pro bono legal work you have done in the past 10 years, giving
dates of service.

I have not done significant pro bono legal work in the past ten years. I have helped senior
citizens with various scams and cyber fraud issues. Additionally, in the interest of expanding my
experience handling civil matters, I took training for and participated in drafting a will for two
clients of Community Legal Services. I trained to assist in staffing a Sealing and Expungement
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46.

47.

clinic for them. I worked with one of the attendees in an attempt to get their prior criminal case
sealed.

In addition to teaching classes, I also mentor two collegiate groups at Embry-Riddle
Aeronautical University. My contact with so many students often provides me with requests for
legal counseling, which I provide. None of these situations has ever resulted in a case being filed
in which I played a role.

Please describe any hobbies or other vocational interests.
I enjoy spending time with my family, reading, listening to audiobooks and podcasts, cooking,

watching and attending sporting events (high school, collegiate, and professional), going to the
beach, and traveling anywhere. I currently belong to five book clubs.

Please state whether you have served or currently serve in the military, including your dates of
service, branch, highest rank, and type of discharge.

I have never served in the military. My father served in the Army, and my husband served in the
Air Force. Both were honorably discharged.

Please provide links to all social media and blog accounts you currently maintain, including, but
not limited to, Facebook, Twitter, LinkedIn, and Instagram.

Facebook: Ann Muenzmay Phillips (https://www.facebook.com/ )

X: @AnnPhillips66 (https://www.x.com/home )

LinkedIn: Ann Phillips (https://www.linkedin.com/feed/ )

Instagram: annm_phillips (https://www.instagram.com )

Pinterest: @amp5 (https://www.pinterest.com/amp3 )

Snapchat: a_phillips1227 (https://www.snapchat.com )

FAMILY BACKGROUND

48. Please state your current marital status. If you are currently married, please list your spouse’s

name, current occupation, including employer, and the date of the marriage. If you have ever
been divorced, please state for each former spouse their name, current address, current telephone
number, the date and place of the divorce and court and case number information.

I am married to John M. Phillips. We were married on December 27, 1997. He currently serves
as the President of the Palm Coast — Flagler Regional Chamber of Commerce.
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I was previously married to Robert Wayne Childs. I am unaware of his current address and
telephone number. Divorced: May 25, 1993, Alachua County Circuit Court, Gainesville, Florida,
Case 01-93-01514-CA,

49. If you have children, please list their names and ages. If your children are over 18 years of age,
please list their current occupation, residential address, and a current telephone number.

o Lauren Elyse Phillips, 24 years of age. Residence.=
o Zachary John Phillips, 24 years of age.

(386) 323-5090. Zachary is currently employed at Embry-Riddle
Aecronautical University as an Assistant Director of Athletics Communications

o Rachel Layne Phillips, 22 years of age. Residence : ¢ [ GTcNNGGED
G 356) 882-6879. Rachel is currently a full-time student.

CRIMINAL AND MISCELLANEOQUS ACTIONS

50. Have you ever been convicted of a felony or misdemeanor, including adjudications of guilt
withheld? If so, please list and provide the charges, case style, date of conviction, and terms of
any sentence imposed, including whether you have completed those terms.

No.

51. Have you ever pled nolo contendere or guilty to a crime which is a felony or misdemeanor,
including adjudications of guilt withheld? If so, please list and provide the charges, case style,
date of conviction, and terms of any sentence imposed, including whether you have completed
those terms.

No.

52. Have you ever been arrested, regardless of whether charges were filed? If so, please list and
provide sufficient details surrounding the arrest, the approximate date and jurisdiction.

No.

53. Have you ever been a party to a lawsuit, either as the plaintiff, defendant, petitioner, or
respondent? If so, please supply the case style, jurisdiction/county in which the lawsuit was filed,
case number, your status in the case, and describe the nature and disposition of the matter.

o Case 01-93-01514-CA
o Ann M. Childs v, Robert Wayne Childs
o Alachua County Circuit Court
o Petitioner
o Final Judgment of Dissolution of Matriage, entered May 25, 1993
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54. To your knowledge, has there ever been a complaint made or filed alleging malpractice as a
result of action or inaction on your part?

No.

55, To the extent you are aware, have you or your professional liability carrier ever settled a claim
against you for professional malpractice? If so, give particulars, including the name of the
client(s), approximate dates, nature of the claims, the disposition and any amounts involved.

No.

56. Has there ever been a finding of probable cause or other citation issued against you or are you
presently under investigation for a breach of ethics or unprofessional conduct by any court,
administrative agency, bar association, or other professional group. If so, provide the particulars
of each finding or investigation.

No.

57. To your knowledge, within the last ten years, have any of your current or former co-workers,
subordinates, supervisors, customers, clients, or the like, ever filed a formal complaint or
accusation of misconduct including, but not limited to, any allegations involving sexual
harassment, creating a hostile work environment or conditions, or discriminatory behavior
against you with any regulatory or investigatory agency or with your employer? If so, please
state the date of complaint or accusation, specifics surrounding the complaint or accusation, and
the resolution or disposition.

No.

58. Are you currently the subject of an investigation which could result in civil, administrative, or
criminal action against you? If yes, please state the nature of the investigation, the agency
conducting the investigation, and the expected completion date of the investigation.

No.

59, Have you ever filed a personal petition in bankruptcy or has a petition in bankruptcy been filed
against you, this includes any corporation or business entity that you were involved with? If so,
please provide the case style, case number, approximate date of disposition, and any relevant
details surrounding the bankruptcy.

No.

60. In the past ten years, have you been subject to or threatened with eviction proceedings? If yes,
please explain.

No.
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Please explain whether you have complied with all legally required tax return filings. To the
extent you have ever had to pay a tax penalty or a tax lien was filed against you, please explain
giving the date, the amounts, disposition, and current status.

I have always timely filed my tax returns.

HEALTH

62.

63.

64.

65.

66.

Are you currently addicted to or dependent upon the use of narcotics, drugs, or alcohol?
No.

During the last ten years have you been hospitalized or have you consulted a professional or have
you received treatment or a diagnosis from a professional for any of the following; Kleptomania,
Pathological or Compulsive Gambling, Pedophilia, Exhibitionism or Voyeurism? If your answer
is yes, please direct each such professional, hospital and other facility to furnish the Chairperson
of the Commission any information the Commission may request with respect to any such
hospitalization, consultation, treatment or diagnosis, ["Professional” includes a Physician,
Psychiatrist, Psychologist, Psychotherapist or Mental Health Counselor.] Please describe such
treatment or diagnosis.

No.

In the past ten years have any of the following occurred to you which would interfere with your
ability to work in a competent and professional manner: experiencing periods of no sleep for two
or three nights, experiencing periods of hyperactivity, spending money profusely with extremely
poor judgment, suffering fiom extreme loss of appetite, issuing checks without sufficient funds,
defaulting on a loan, experiencing frequent mood swings, uncontrollable tiredness, falling asleep
without warning in the middle of an activity. If yes, please explain.

No.

Do you currently have a physical or mental impairment which in any way limits your ability or
fitness to propetly exercise your duties as a member of the Judiciary in a competent and
professional manner? If yes please explain the limitation or impairment and any treatment,
program or counseling sought or prescribed.

No.

During the last ten years, have you ever been declared legally incompetent or have you ot your
property been placed under any guardianship, consetvatorship or committee? If yes, provide full
details as to court, date, and circumstances.

No.
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67. During the last ten years, have you unlawfully used controlled substances, narcotic drugs, or
dangerous drugs as defined by Federal or State laws? If your answer is "Yes," explain in detail.
(Unlawful use includes the use of one or more drugs and/or the unlawful possession or
distribution of drugs. It does not include the use of drugs taken under supervision of a licensed
health care professional or other uses authorized by Federal or State law provisions.)

No.

68. In the past ten years, have you ever been reprimanded, demoted, disciplined, placed on
probation, suspended, cautioned, or terminated by an employer as result of your alleged
consumption of alcohol, prescription drugs, or illegal drugs? If so, please state the circumstances
under which such action was taken, the name(s) of any persons who took such action, and the
background and resolution of such action

No.

69. Have you ever refused to submit to a test to determine whether you had consumed and/or were
under the influence of alcohol or drugs? If so, please state the date you were requested to submit
to such a test, the type of test required, the name of the entity requesting that you submit to the
test, the outcome of your refusal, and the reason why you refused to submit to such a test.

No.

70. In the past ten years, have you suffered memory loss or impaired judgment for any reason? If so,
please explain in full.

No.
SUPPLEMENTAL INFORMATION

71. Describe any additional education or experiences you have which could assist you in holding
judicial office.

I have served on several community boards and participated in numerous community
organizations. These experiences have enhanced my ability to listen, communicate effectively,
and understand diverse perspectives—all essential qualities for a judge. My community
involvement reflects my dedication to fairness, public service, and the well-being of those I
serve.

As an example, in addition to assisting with the creation and implementation of Teen Court, 1
also served for years as a judge and mentor in cases diverted for hearings. It was a pleasure to
work with student prosecutors and defense attorneys. | found the peer-review process quite
interesting and compelling, as the teenage volunteer jurors considered and scrutinized their peers’
actions. I would carefully consider the jury’s sentence recommendations and then impose
appropriate sanctions based on the case before me.
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72,

Additionally, the time I have spent working on two judicial campaigns would help me hold
judicial office. Running a campaign is hard work, requiring commitment to the process and
attention to detail. A judicial campaign is handled differently from a traditional political
campaign, requiring the candidate and those assisting them to remain mindful of their words and
actions, as well as their obligations under the Code of Judicial Conduct. This is essentially no
different from how judges must handle themselves in all situations. Also, if | were fortunate
enough to be appointed, I understand that I would have to run for office at some point. The skills
and knowledge I gained working on these two campaigns would undoubtedly serve me well.

Importantly, my substantial time as an appellate lawyer has embedded in me the skills, values,
and insight so crucial for an effective trial judge. Appellate work requires a deep understanding
of legal principles and procedural rules, as well as the ability to analyze complex legal issues.
Appellate attorneys must carefully assess how legal rulings impact outcomes—a discernment
essential for ensuring fairness and accuracy in trial court decisions. My appellate experience will
aid me on the trial court bench.

Finally, judges play a critical role in our constitutional system by interpreting and applying the
law as it is written, not as they believe it should be. As part of the independent judicial branch,
judges ensure that the rule of law is upheld while remaining separate from the legislative and
executive branches of government, The position of judge is a time-honored one, demanding not
only a deep understanding of the law but also the utmost respect for the judiciary’s limits and the
humility to serve impartially and without personal bias. My overall professional and life
experiences, working as an appellate lawyer, raising my family, and participating in my
community, have taught me the importance of all these values; this is the perspective [ would
bring to the bench.

Explain the particular contribution you believe your selection would bring to this position and
provide any additional information you feel would be helpful to the Commission and Governor
in evaluating your application.

[ have dedicated my adult life to public service, both in my career and personal pursuits. Public
service initially drew me toward the practice of law and what motivated me every day in my
career. I often tell people how fortunate T have been to say that I “get” to go to work rather than I
“have” to go to work. I firmly believe that serving on the bench is the highest calling within the
legal profession — an opportunity for genuine public service. I also respect the judiciary’s
importance as a coequal branch of government and recognize its vital function in upholding the
rule of law.

1t would be an honor to serve as a Volusia County judge in the Seventh Judicial Circuit. 1
understand the significant responsibility and public trust the position demands. A judge must

apply the law as it is written, not interpret it based on personal beliefs or evolving societal
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values. This approach is essential to maintaining the predictability and stability of the law while
preserving the separation of powers. Judges are interpreters, not creators, of the law, and [ would
be committed to upholding these principles with integrity and fairness to ensure the rights of all
litigants.

My experiences—both legal and non-legal—have provided me with the skills, knowledge, and
temperament necessary to be a successful and effective judge. I have managed caseloads,
supervised teams, learned and mastered new skills, and made difficult decisions under pressure.
My career has required me to juggle multiple priorities simultaneously, and these experiences
have prepared me to meet the demands of the bench.

During my time with the Attorney General’s Office, I was often called upon for guidance on
substantive and procedural issues, typically under tight deadlines. This honed my research,
analytical, and decision-making skills. As a professor, I have furthered my ability to listen,
observe, analyze, and determine the most appropriate course of action. These experiences have
shaped my judgment and will serve me well if selected to serve.

Above all, my respect for the judiciary and its critical role in governance will foster a positive
courtroom environment and culture of fairness, professionalism, and respect for the rule of law.

REFERENCES

73. List the names, addresses, e-mail addresses and telephone numbers of ten persons who are in a

position to comment on your qualifications for a judicial position and of whom inquiry may be
made by the Commission and the Governor.

e The Honorable Richard B. Orfinger, Fifth District Court of Appeal (retired) (| GGG_»D

G - n g cr @ f1courts.or: (D

o The Honorable Leah R. Case, Circuit Court Judge, Seventh Judicial Circuit, S. James
Foxman Justice Center, 251 N. Ridgewood Avenue, Daytona Beach, Florida 32114,
lcase(@circuit7.org, (386) 239-7792

e The Honorable A. Christian Miller, Circuit Court Judge, Seventh Judicial Circuit, S. James
Foxman Justice Center, 251 N. Ridgewood Avenue, Daytona Beach, Florida 32114,
cmiller@circuit7.org, (386) 239-7793

e The Honorable Raul A. Zambrano, Circuit Court Judge, Seventh Judicial Circuit (retired),

o The Honorable Wesley H. Heidt, County Court Judge, Seventh Judicial Circuit, Volusia
County Courthouse Annex, 125 E. Orange Avenue, Suite 305, Daytona Beach, Florida
32114, wheidt@circuit7.org, (386) 257-6058
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Patrick J. Kilbane, Jr., Esq. Ulmann Wealth Partners, 1540 The Greens Way, Jacksonville
Beach, Florida 32250, pkilbane@ullmannwealthpartners.com, (904) 280-3700

Abraham C. McKinnon, Esq., McKinnon & McKinnon, P.A., 595 W. Granada Boulevard,
Suite A, Ormond Beach, Florida 32174, amckinnon@mckinnonandmckinnonpa.com, (386)
677-3431

Lori Tolland, City Commissioner, Zone One, City Hall, 22 South Beach Street, Ormond
Beach, Florida 32174, Lori.Tolland@gmail.com, (386) 290-3038

R. Andrew Watts, Brown & Brown, Executive Vice-President, Chief Financial Officer &
Treasurer, 300 North Beach Street, Daytona Beach, Florida 32114, awatts@bbins.com,
(908)370-7788

Steve Ridder, Embry-Riddle Aeronautical University, Head Men’s Basketball Coach, 1
Aerospace Boulevard, ICT Center, Daytona Beach, Florida 32114, ridders@erau.edu, (386)
212-0635
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CERTIFICATE

I have read the foregoing questions carefully and have answered them truthfully, fully and completely. I hereby waive notice
by and authorize The Florida Bar or any of its committees, educational and other institutions, the Judicial Qualifications
Commission, the Florida Board of Bar Examiners or any judicial or professional disciplinary or supervisory body or
commission, any references furnished by me, employers, business and professional associates, all governmental agencies and
instrumentalities and all consumer and credit reporting agencies to release to the respective Judicial Nominating Commission
and Office of the Governor any information, files, records or credit reports requested by the commission in connection with
any consideration of me as possible nominee for appointment to judicial office. Information relating to any Florida Bar
disciplinary proceedings is to be made available in accordance with Rule 3-7.1(1), Rules Regulating The Florida Bar. 1
recognize and agree that, pursuant to the Florida Constitution and the Uniform Rules of this commission, the contents of this
questionnaire and other information received from or concerning me, and all interviews and proceedings of the commission,
except for deliberations by the commission, shall be open to the public.

Further, I stipulate | have read and understand the requirements of the Florida Code of J udicial Conduct.

Dated this=>C " day of March, 2026.

Hrnn P flips C;é%m@wm ok

Printed Name Signature
State of Florida .
County of N

Sworn to (or affirmed) and subscribed before me by means of
physical presence OR [online notarization

this@day of MLW‘C&\ i 20?‘b,

1

OProduced ID

Type of Identificatjon

S, MARYELLENP. OSTERND(;:F
* »  Commission # HH 5320
Sighature Notary Public U %”tnf p'\.ﬂ'*g Expires June 24, 2028

i P £ Dendnd

Printed nall'le of Notary Public

(Pursuant to Section 119.071(4)(d)(1), F.S.), . .. The home addresses and telephone numbers of justices of the Supreme
Court, district court of appeal judges, circuit cowrt judges, and counly court judges; the home addresses, telephone numbers,
and places of employment of the spouses and children of justices and judges; and the names and locations of schools and day
care facilities attended by the children of justices and judges are exempt firom the provisions of subsection (1), dealing with
public records.
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FINANCIAL HISTORY

State the amount of gross income you have earned, or losses you have incurred (before
deducting expenses and taxes) from the practice of law for the preceding three-year period.
This income figure should be stated on a year to year basis and include year to date
information, and salary, if the nature of your employment is in a legal field.
Current Year-To-Date; 2026 to date/ $0
Last Three Years: 2025/ $0

2024/ $2,500 — contract attorney

2023/ $0

State the amount of net income you have earned, or losses you have incurred (after
deducting expenses but not taxes) from the practice of law for the preceding three-year
period. This income figure should be stated on a year to year basis and include year to date
information, and salary, if the nature of your employment is in a legal field.
Current Year-To-Date: 2026 to date/ $0
Last Three Years: 2025/ $0

2024/ $2,500 — contract attorney

2023/ $0

State the gross amount of income or losses incurred (before deducting expenses or taxes)
you have carned in the preceding three years on a year by year basis from all sources other
than the practice of law, and generally describe the source of such income or losses.
Current Year-To-Date: 2026 to date/ $24,326 - ERAU employer
Last Three Years: 2025/ $103,040 — ERAU employer

2024/ $137,945 — ERAU/employer

2023/ $98,064 — ERAU/employer

State the amount you have earned in the preceding three years on a year by year basis from
all sources other than the practice of law, and generally describe the source of such income
or losses.
Current Year-To-Date: 2026 to date/ $13,844 - ERAU employer
Last Three Years: 2025/ $60,078 —- ERAU emplover
' 2024/ $78,778 — ERAU/employer
2023/ $98,064 - ERAU/employer

State the amount of net income you have earned or losses incurred (after deducting
expenses) from all sources other than the practice of law for the preceding three-year period
on a year by year basis, and generally describe the sources of such income or losses.
Current Year-To-Date: 2026 to date/ $13, 844 — ERAU employer
Last Three Years: 2025/ $60,078 — ERAU/employer

2024/ $36,044 — ERAU/employer

2023/ $52,257 - ERAU/employer
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FORM 6
FULL AND PUBLIC

DISCLOSURE OF
FINANCIAL INTEREST

A0
PART A — NET WORTH

Please enter the value of your net worth as of December 31 or a more current date. [Note: Net worth is not calculated
by subtracting your reported liabitities from your reported assets, so please see the instructions on page 3]

My net worth as of December 31, 2025 was $ 2,001,800
O
PART B - ASSETS

HOUSEHOLD GOODS AND PERSONAL EFFECTS:

Household goods and personal effects may be reported in a lump sum if their aggregate value exceeds $1,000. This
category includes any of the following, if not held for investment purposes; jewelry; collections of stamps, guns, and
numismatic items; art objects; household equipment and furnishings; clothing; other household items; and vehicles for
personal use.

The aggregate value of my household goods and personal effects (described above) is $104,000
ASSETS INDIVIDUALLY VALUED AT OVER $1,000:

DESCRIPTION OF ASSET (specific description is required - see instructions p. 3)

VALUE OF ASSET
Real Property — 15 Noble Woods Way, Ormond Beach, FL $439,532
Wells Fargo (joint checking with spouse) $35,602
Wells Fargo (joint savings with spouse} $207.439
Bank of America stock (joint with spouse) 590,560
Verizon stock (joint with spouse} $10,080
AT&T stock (joint with spouse) 56,468

R

PART C - LIABILITIES
LIABILITIES IN EXCESS OF $1,000 (See instructions on page 4):
NAME AND ADDRESS OF CREDITOR AMOUNT OF LIABILITY
Real Propetty private loan — Douglas & Alice Wigley, 37 Forestview Way, Ormond Beach, FL (joint with $250,000
spouse)
Bank Loan- Space Coast Credit Union, 425 S. Avalon Park Blvd., Orlando, FL 32828 (join with spouse) $18,984

JOINT AND SEVERAL LIABILITIES NOT REPORTED ABOVE: AMOUNT OF LIABILITY
NAME AND ADDRESS OF CREDITOR




PART D - INCOME

You may EITHER (1) file a complete copy of your latest federal income tax return, including all W2's, schedules, and
attachments, OR (2) file a sworn statement identifying each separate source and amount of income which exceeds
$1,000 including secondary sources of income, by completing the remainder of Part D, below.

[ I elect to file a copy of my latest federal income tax return and all W2's, schedules, and attachments.
(if you check this box and attach a copy of your latest tax return, you need not complete the remainder of Part D.]
PRIMARY SOURCE OF INCOME (See instructions on page 5):

NAME OF SOURCE OF INCOME EXCEEDING $1,000 ADDRESS OF SOURCE OF INCOME AMOUNT
Embry-Riddle Aeronautical University 1 Aerospace Blvd., Daytona Beach, FL 32114 $103,040
Bank of America dividends/capital gains (joint w/ spouse) 100 N. Tryon St., Charlotte, NC 28255 $2,057

SECONDARY SOURCES OF INCOME [Major customers, clients, etc., of businesses owned by reporting person—see instructions on page 6]

NAME OF NAME OF MAJOR SOURCES ADDRESS PRINCIPAL BUSINESS
BUSINESS ENTITY OF BUSINESS' INCOME OF SOURCE ACTIVITY OF SOURCE

e e e Ol e e e s e |
PART E - INTERESTS IN SPECIFIC BUSINESS [Instructions on page 7]

BUSINESS ENTITY #1 BUSINESS ENTITY #2 BUSINESS ENTITY #3

NAME OF BUSINESS ENTITY

ADDRESS OF BUSINESS ENTITY

PRINCIPAL BUSINESS ACTIVITY

POSITION HELD WITH ENTITY

| OWN MORE THAN A 5%
INTEREST IN THE BUSINESS

NATURE OF MY
OWNERSHIP INTEREST

IF ANY OF PARTS A THROUGH E ARE CONTINUED ON A SEPARATE SHEET, PLEASE CHECK HERE [ |

OATH STATE OF FLORIDA

Nl 10
|, the person whose name appears at the beginning | COUNTY OF VU\M&\ A

of this form, do depose on oath or affirmation and Oth
say that the information disclosed on this form and V\(orn tf\ jljimed) ang Subseribed befure me th'SZ £ day

any attachments hereto is true, accurate, and MW QM\J{ M\, ph\\\ { PS

complete.

(Sig atur%ofN otary Publi Stat Florld
ANAN PSenndn

(Print, Type, or Stamp Commissioned Name of Notary Public)

A E Personally Knowa OR Produced Identification
\ N/ Iy,
SUALL LUt ot

SIGNATURE Type of Identification Produced

S0, \ARYELLEN P, OSTERNDORF
16 * *  Commission # HH 532065
% A" Explres June 24,2028

P oF 9



PART B — ASSETS (cont’d)

Warner Brothers Discovery stock (joint with spouse) $1,243
TIAA Retirement Account $1,153,699
Investment Property -940 Village Trail, Port Orange, FL (joint w/ spouse) $242,238




JUDICIAL APPLICATION DATA RECORD

The judicial application shall include a separate page asking applicants to identify their race,
ethnicity and gender,. Completion of this page shall be: opuonal -and the page shall include an
explanatlon that the 1nformat10n is 1equested for data collection purposes in order to assess and
plomote d1ve1 sity.in. the j ud101ary The chair of the Comrmssmn shall forwald all such completed
pages, along with the names. of the nominees to the INC. Coordmator 111 the Govemor S Ofﬁce
(pul suant to INC Umform Rule of Procedme) ' ' :

(Please Type or Print)

Date: _March 20, 2026
INC Submitting To: Seventh Judicial Circuit

Name(please print):Ann M, Phillips

Current Occupation: Associate Professor

Telephone Number: 386-316-0739 Attorney No.: 978698
Gender (check one): Male T4, Female

Ethnic Origin (check one): White, non-Hispanic

Hispanic
Black
American Indian/Alaskan Native

OO0 OKO

Asian/Pacitic Tslander

County of Residence: Volusia




FLORIDA DEPARTMENT OF LAW ENFORCEMENT

DISCLOSURE PURSUANT TO THE
FAIR CREDIT REPORTING ACT (FCRA)

The Florida Department of Law Enforcement (FDLE) may obtain one or more consumer reports,
including but not limited to credit reports, about you, for employment purposes as defined by the
Fair Credit Reporting Act, including for determinations related to initial employment,
reassignment, promotion, or other employment-related actions.

CONSUMER'S AUTHORIZATION FOR
FDLE TO OBTAIN CONSUMER REPORT(S)

I have read and understand the above Disclosure. I authorize the Florida Department of Law
Enforcement (FDLE) to obtain one or more consumer reports on me, for employment purposes, as
described in the above Disclosure.

Ann M- Phillips
Pripted Itame 6 licant
Z;{/{mﬁcﬂ’

Signature of Applicant’
Date: _3 /c?’o ’é{/
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STATEMENT OF THE CASE AND FACTS

Appellant, Robert Lentino (hereinafter either Appellaht or
Lentino), is appealing from the trial court’s entry of a final order
granting injunctive relief for protection against dating violence. (R
90-94).

Torianne McKinney (McKinney or Appellee) filed a Petition for
Injunction for Protection Against Dating Violence on July 15, 2021.
(R 6-12). In the petition McKinney posited she had known Appellant
since May 2020. (R 7). She and Appellant were in a continuous
relationship from July 2020 until July 2021; she characterized the
relationship as one wherein there the expectation of affection or
sexual involvement between the parties existed. (R 7). Her petition
alleges four incidents of violence occurring May 20 (punched in
right eye), June 6 (punched in right eye), July 1 (gun to head), and
July 3 (cut with knife). (R 8-9). McKinney alleged she feared
imminent violence because Appellant made several threai':s via text
that he is going to find her and kill her. (R 10}.

On July 15, 2021, the trial court issued a temporary

injunction for protection against dating violence. (R 14).



An evidentiary hearing on the petition was held on August 17,
2021. (R 129—293_). At the hearing, McKinney testified that she has
known Appellant since May 2020. (R 134). She and Appellant were
in a coﬁtinuous relationship from July 2020 until July 2021, she
characterized the relationship as one wherein there the expectation
of affection or sexual involvement between the'parties existed. (R
134-135).

In May 2021, McKinney and Appellant were arguing about
texts betweén Appellant and another woman. McKinney provided
that when she ran into her bedroom and Appellant came in and hit
her in the face. A photograph taken by McKinney of the alleged
injury was admitted. (R 95, 136-137). Appellee testified she did not
report the iﬁcident to the police since Appellant is a police officer. (R
138).

At an unknown date, McKinney testified, Appellant sent hier a
text stating he c_ould not wait to beat the f*ck out of her the next
time he saw her and that he literally wanted to blow her brains out.
(R 96, 157). Appellant later testified that he has no recollection of

that text and could not locate the message. (R 268-269).




McKinney also testified that on July 1, 2021, Appellant came
over to her house on his lunch break. Appellee heard Appellant and
her mother speaking with one another. McKinney came over and
opened the door. (R 140-141). Her mother asked Appellee if she
wanted Appellant there, (R 141). Appellee testified she wanted him
there and invited him in. (R 141, 169). McKinney YGﬂed at her
mother that she did not care what she thought and tlold her to
leave, (R 141, 167). Once inside the apartment, she and Appellant
began fighting. (R 141). Appellant stated that McKinnéy’s mother
had been rude, and that McKinney owed him oral sex. When
McKinney refused, Appellant put his service weapon to her head. (R
141-142). She yelled at Appellant and said to never come back. (R
169). The next day, McKinney asked Appellant if he would go to
lunch with her. (R 169).

McKinney testified that Appellant pulled her vehicle over using
his patrol vehicle one night for no reason. (R 143-144). Appellant
objected to the testimony as a violation of due process; the
allegation was not part of the petition and had no notice. (R 143-

144). The objection was overruled. (R 144).



McKinney testified that on July 3, she invited Appellant over
and they were hanging out. (R 146, 169, 172). When Appellant
began touching her in a sexual manner, she started “freaking out”
and asked him to get her some water, Appellant got up and went
into the kifchen. (R 146, 170-171). After he had been gone around
five miﬁu_‘ces, McKinney got up to get her own water. (R 146-147,
171). McKinney saw Appellant on his phone and asked Whét he was
doing. (R 147). Appellant answered, “I'm on my f*cking phone.” (R
147). She then grabbed her own water and turned to walk away
saying something like “god, that’s more important than me,” when
Appellant grabbed her arm while holding a knife in his hand. (R
147). When Appellant’s pulled her toward himself, the knife cut her
upper thigh. (R 147). She took a photograph of her injury which
was viewed by the court. (R 147-153). Appellee left McKinney’s
residence around 6:30 that evening. (R 153). McKinney testified
she sent Appellant a message around 3:00 AM telling him she was
blocking him, and she did not want to hear from him again. (R 116,
153, 172). The text did not say anything abput Appellant cutting
McKinney or being violent. (R 116, 173). McKinney stated in the

text that she was done with toxic games. (R 116, 173). It was the




official end of their relationship. (R 153-154). Since that time,
Appellant has not tried to contact her other than a call from him
and two other people to her to offer money to “delete everything and
say that it was a lie.” (R 154, 219-220, 222, 258-260). The “stuff”
Appellant was referring to involved conversations Appellee was
posting on social media between himself, Appellee and a girl named
Hanﬁah that referenced sex. (R 241-242). McKinney indicated she
did not care that Appellant was upset and worried about his job by
the postings and that he should be careful who he messes with if he
did not want McKinney to “get you back ten times harder.” (R 243).

McKinney reported the incident to police three days later, on
July 7. (R 173-174). McKinney testified she did not remember law
enforcement telling her that her story did not make sense, nor did
she remember them confronting her about multiple cuts on her
body. (R 174).

Daytona Beach Police Officer Mariah Acosta testified that she
was called out on July 7 to a scene involving McKinney (R 187-188).
Her role was taking photographs, among them were photos of
McKinney’s body. (R 188). McKinney had was appeared to be

several healed lacerations on her stomach, some on her arm area,



her forearm area, another to her leg and a burn mark on her other
leg as well as some bruising on knee, the back of her knee and her
hand. (R 188). All the lacerations were healed. (R 188-189). The
laceration on her thigh near the bikini area and the burn mark
appeared to be the freshest. (R 188-189).

Christian Smith testified that he was friends with both
Appellant and Appellee at one point. (R ZOO-QOi). He testified that
on May 18, McKinney FaceTimed him stating she had taken all her
pills, and could he help her. (R 203). He called emergency personnel
seeking a wellness chieck on McKinney and headed to her residence.
(R 203). At some point possible shortly before May 20, Mr. Smith
had sent McKinney a text stating that Smith had seen Appellant
making out with another girl. (R 204). Appellee did not take the
news well. (R 205).

On June 30, the day before the alleged incident on July 1,
Appellee called Mr. Smith telling him she had again taken some
pills and needed help. (R 206-207). Smith reached out to Appellant, -
but Appellant could not go check on her; so Smith went to see
McKinney. (R 207, 244). She was asleep when he arrived, but not in

need of emergency assistance; she did not remember calling




Christian. (R 207). Mr. Smith texted about McKinney during the
next several days because Smith was concerned for her safety. (R
208, 215). To the best of Smith’s knowledge, Appellant and Appeliee
were not in a dating relationship; Smith testified McKinney was
involved with other people. (R 210-211). McKinney told Smith that

- Appellant was violent with her. (R 211, 217). Smith did not believe it
at first, but then started to see pictures and messages on social
media. (R 211}, Smith was aware that McKinney had been involved
in abusive relationships in the past. (R 211-212).

Appellant, Robert Lentino, testified that he and McKinney were
friends with benefits, meaning they were friends who would have
sexual relations occasionally. (R 223-224). They often used words
such as “bitch” and “ho” in joking terms to refer to each other. (R
225). Appellant testified he did not physically see McKinney on May
20 or June 6 because he was at work; his timesheets were
admitted. (R 108-109, 226-231, 252).

Appellant explained texts between himself and Appellee from
June 25 to July 4; they seemed complete and accurate. (R 233-
235), On July 3, McKinney reached out to Appellant saying she

needed help, (R 236). Appellant said he would come over; when he



did, she answered the door in her robe and undergarments. (R 237).
She stated she did not feel well. (R 237). He kept asking her what
was wrong, anid she kept saying nothing. (R 237). He did not show
up with an expectation of a sexual encounter. (R 237).

He tried to get her to go to Halifax, At one point, she agreed
and wanted Appellant to drive her there. (R 239-240). Appellee
changed her mind because the doctor wouldn’t see her due to the
~ time of day. (R 240). Lentino never went into the kitchen that visit,
nor did he grab a knife, (R 240). He eventually saw & washcloth on
McKinney’s hip area but did not see what was under it. (R 240-
241). He did not take a knife to her. (R 241). Neither did Appellant
pull his service firearm, state he expected oral sex, or push
McKinney against a wall. (R 248).

The next day, McKinney sent Appellant a text statihg she was
done with toxic relationships. Appellant believes this is based on
the fact that he would not give her a “relationship title” like
girlfriend. (R 242).

Appellant testified that he did pull Appellee’s car over one time

near his house, He saw a car that looked like hers, but also looked




suspicious; it was near his home and Appellee had never been to
Appellant’s home. (R 255-258).

After closings, the trial judge stated that the testimony was
complicated and convoluted. He found the grounds for the
injunction had “been met, without making other specified findings
of facts as to which acts of violence or the severity of them or the
purpose behind them.” (R 292), The judge stated the traffic stop was
disturbing, coupled with the testimony about offering to pay money
to have materials taken off social media. (R 292-293).

Following the hearing, the trial court issued a final judgment
of injunction for protection against dating violence. (R 90-94). In the
form order, it is noted that the court finds that McKinney “is a
victim of dating violence and/or [McKinney| has reasonable cause to
believe he or she is in immediate danger of becoming a victim of an
act of dating violence ... and that an immediate and present danger
of dating violence exists to [McKinney]... “. (R 90). The injunction for
protection was ordered to be in full force and effect until August 17,
2023. (R 91). As part of the injunction, the trial court ordered that

Appellant not use or possess a firearm or ammunition, (R 92).



Appellant filed a notice of appeal on August 25, 2021. (R 122).

An amended notice of appeal was filed August 26, 2021, (R 126).

10




SUMMARY OF THE ARGUMENT

The trial court abused its discretion in entering a final order
for protection against dating violence against Appellant. Appellee
failed to present competent, substantial evidence to support her
request for a final injunction. Specifically, she failed to demonstrate
that she had reasonable cause to believe she was in imminent
danger of another, future act of dating violence. The court
improperly considered allegations not set forth in Appellee’s
petition. Additionally, the facts do not support the trial court’s
imposition of the condition that Appellant not use or possess a
firearm or ammunition duriﬁg the term of the injunction.

The final injunction should be vacated, and the matter
remanded for dismissal. Alternatively, the matter should be
remanded for the removal of the requirement that Appellant not use
or possess a firearm or ammunition during the term of the

injunction.
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ARGUMENT

THE EVIDENCE WAS LEGALLY
INSUFFICIENT TO SUPPORT THE
TRIAL COURI'S ENTRY OF A FINAL
ORDER FOR PROTECTION AGAINST
APPELLANT,

Appellant Robert Lentino (hereinafter either Appellant or
Lentino) appeals the trial court's final judgment of injunction
against dating violence entered against him in favor of Appellee,
Torianne McKinney, Appellant contends the evidence presented at
the final hearing was legally insufficient to support a finding that
Ms. McKinney had a reasonable fear that she was in imminent
danger of another act of dating violence.

While a final judgment of injunction is reviewed for a clear
abuse of discretion, whether the evidence is legally sufficient to

support the issuance of the injunction is reviewed de novo.

Whitfield v. Meeks, 324 So. 3d 565, 568 (Fla. 1st DCA 2021) (citing

Sumners v. Thompson, 271 So. 3d 1232, 1233 (Fla, 1st DCA 2019).

Section 784.046(2)(b), Florida Statutes (202 1), authorizes the
issuance of an injunction against dating violence for the protection
of “lalny person who is the victim of dating violence and has

reasonable cause to believe he or she is in imminent danger of

12




becoming the victim of another act of dating violence.” To obtain an
injunction against dating violence, the petitioner must prove with
competent, substantial evidence that she has reasonable cause to
believe that she is in imminent danger of another, future act of

dating violence. Nuila v, Stolp, 188 So, 3d 105, 106 (Fla. 5th DCA

2016); see also Schultz v. Moore, 282 So. 3d 152, 153 (Fla. 5th DCA

2019). “In determining whether reasonable cause exists, ‘the frial
court must consider the current allegations, the parties’ behavior
within the rclationship, and the history of the relationship as a

whole.” Brungart v, Pulleni, 296 So. 3d 973, 976 (Fla. 2d DCA 2020)

(quoting Gill v, Gill, 50 So. 3d 772, 774 (Fla. 2d DCA 2010)).
The relevant portion of the datinngiolénce statute has two
clements:
Any person who is the victim of dating violence
and has reasonable cause to believe he or she
is in imminent danger of becoming the victim of
another act of dating violence ... has standing
in the circuit court to file a sworn petition for an
injunction for protection against dating
violence,
§ 784.046(2)(b), Fla. Stat. (2021).
The trial judge specifically referenced a traffic stop as an

incident of concern. This incident, however, was not included in

13



McKinney’s sworn petition for injunction against dating violence, (R
6-12). Florida Statute 784.046(4)(a) provides that fhe petition must
allege the incidents of dating violence and must include “the specific
facts and circumstances that form the basis upon which relief is
sought.” The trial court erred in ruling on matters not pleaded in
the petition and testified to over Appellant’s objection. In relying on
matters outside the four-corners of the petition, the lower court

violated Lentino’s due process rights. Cook v. McMillan, 300 So. 3d

‘1 89, 193 (Fla. 4th DCA 2020) (citations omitted).

Similarly, the only “contact” between Lentino and McKinney
since Appelice “ended” her relationship with Lentino on or around
July 3, was a phone call wherein Lentino, with three other people
on the call including Appellee, allegedly offered money to have
Appellee get rid of photos and texts she had involving Appellant.
This “contact” did not convey any threat of violence and occurred
after the filing of the original petition. (R 154), Thus, this was not an
incident which Appellec alleged created a well-founded fear of future
violence.

The court only specifically noted the phone call and the traffic

stop when entering the final order. As stated above, since the traffic

14




stop was not alleged in the petition for relief, it may not be relied
upon by the trial court in its decision to grant or deny relief.
Regardless, neither of these actions was violent. Neither establish
by competent, substantial evidence that McKinney has a reasonable
fear of imminent future violence. Cook, 300 So. 3d at 192, See Di

Stefano v. Long, 279 So. 3d 758, 759 (Fla. 2d DCA 2019)

(-“[R]egardless of whether the petitioner has been the victim of dating
violence in the past, the petitioner must show that he or she has
reasonable cause to believe that he or she is in imminent danger of
becoming the victim of an act of dating violence in the future.”
(citation omitted)).

Moreover, removing the traffic stop from the equation, the trial
court only specifically relied upon one incident, the phone call, that
was neither violent nor part of the petition. Based on the statute,
“lilt is not sufficient to have been the victim of one incident of dating

violence in the past.” Alderman v. Thomas, 141 So. 3d 66'8, 669

(Fla. 2d DCA 2014) (footnote omitted); see also Schultz v. Moore,

282 So. 3d at 153 (“[D]ating violence injunctions must be

predicated on the reasonable prospect of a future violent act.”).

15



Regarding the other facts, as the trial court noted, they were
complicated and convoluted. The evidence demonstrated that
McKinney was not in fear of Appellant but was angry that he would
not commit to a relationship with her. The alleged injuries, a black
eye and knife cuts, did not align properly with the testimony. The
photo which was admitted into evidence did not show much injury -
to Appellee’s eye and the injury that was shown was not consistent
with the testimony of being punched in the eye. Appellee’s ptior
history of cutting herself also undermined her allegations of knife
injuries.

The facts of this case do not suggest that Appellant would
continue to send messages or contact McKinney in the future.
Appellant testified he has no intention or desire to speak to or see
McKinney dagain. The evidence was not legally sufficient to
demonstrate that.McKinney had an objectively reasonable fear of
imminent danger of a future act of dating violence.

Alternatively, neither of the two incidents specifically relied
upon by the trial court involve a firearm. The court made no
additional findings that this prohibition was necessary to secure

McKinney’s safety. An injunction should never be broader than is

16




necessary to secure the injured party. Chevaldina v, R.K,/FL

Mgmt., Inc., 133 So. 3d 1086, 1091 (Fla, 3d DCA 2014}, This
provision is not statutorily mandated and should only be included

where required to protect the petitioner. Langner v. Cox, 826 So. 2d

475 {Fla. 1st DCA 2002). Since the trial court did not provide a
reasonable basis for its requirement that Lentino not use or possess
a firearm or ammunition, this requirement should be stricken from
the final order should this court affifm the entry of the final order.

Based on the specific facts of this case, Lentino submits that
the evidence was legally insufficient for a finding that McKinney had
an objectively reasonable fear of imminent danger of becoming the
victim of a future act of dating violence. Since the traffic stop was
not included in the petition for injunctive relief, it may not be
considered by the court in making its ruling. Likewise, the phone
call should not be considered as supporting imminent future
violence. The trial court’s final order for injunction for protection
against dating violence should be vacated and the case remanded
for the entry of an order of dismissal.

Alternatively, should the court find that the evidence was

legally sufficient to support the entry of the final order, the cause

17



should be remanded to the trial court for the provision regarding
Lentino not heing permitted to possess or use firearms or

ammunition to be stricken.
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CONCLUSION

Based upon the foregoing, Appellant respectfully requests this
Honorable Court reverse the lower court’s August 17, 2021,
injunction for protection against dating violence and remand the
case to the circuit court for the entry of a final judgment of
dismissal.
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STATEMENT OF CASE AND FACTS

Appellant’s statement of the case and facts is substantially
accurate for the purpose of this appeal. Appellee offers the
following additions and/cr corrections in support of this answer
brief.

Deputy Jason Paul testified that he was working for the
Volusia County Sheriff's Office, but had previously worked for the
Florida Highway Patrol (FHP); he had a total of approximately 12
years of experiénce in law enforcement. (R 1360-1361, V7). Paul
was working for FiP on the date of the crash in question. (R 1363,
V7). The crash occurred on Interstate 95 at around 8:50 PM on
January 2, 2012, (R 1363~1364, V7). The road is two lanes in both
directions; the northbound side, where the accident occurred, is
flanked on the right by an emergency shoulder and on the left with
"wake-up" striping, (R 1365, V7). The northbound and southbound
laries are separated by a large, grassy median. (R 1365, V7). Photos
of the area were publiished to the jury. (R 1369-1370 V7).

Upon arriving, Paul saw two vehicles in the median; both
appeared to have rolled over, one was upside-down and one was on
all four tires. (R 1370, V7). There were two people inside the
victim-vehicle - the driver and a passenger. The driver was taken
away by helicopter and Paul spoke briefly on-scene to the
passenger. (R 1371, V7).

Paul spoke with Appellant while she was in the back of the



ambulance. (R 1371, V7). As they were speaking, Paul noticed a
strong odor of alcohol upon Appellant's breath. (R 1371, VT).
Appellant was very argumentative, insulting, and uncooperative. (R
1371, V7). Appellant's eyes were hloodshot and glassy. (R 1372,
V7). Appellant's actions and appearance were consistent with one
who is impaired: odor of alcoholic beverages on her breath; her
blocdshet, watery, glassy eyes; her slurred speech; her
belligerent attitude; and the vehicular crash. (R i372, V7).

As a trooper, Paul investigated crashes on a routine basis =~
it constitutes about ninety percent of a trooper's job. (T 1373,
v7). In addition to his 11 years of on-the-job experience, Paul
had taken courses including advanced = traffic " homicide
investigation courses. (R 1373, V7). Over ten years, Paul worked
at least 5,000 crashes as a consexvative estimate. (R 1374, V7).
As part of his investigation, Paul did a reconstruction. (R 1374,
V7). In preparing his reconstruction, Paul utilized evidence on
the roadway: marks on the roadway, crush damage to the vehicle(s),
debris, the final resting place of the vehicle(s), and statements
of those involved. (R 1374, V7).

Paul explained skid marks and yaw marks, pointing out some in
photos of the scene. (R 1376, V7). In examining the scene, Paul
used his standard-issue police Maglite which is a powerful light.
(R 1377, V7). Here, paul walked the scene of the crash and beyond

to ensure he covered the entire area. (R 1378, V7). Paul made a
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diagram of the crash scene; the diagram, depicting Appellant's
vehicle as Car 1, was shown to the jury. (R 1379-81, V7).

Paul explained that he knew Appellant's wvehicle had caused
certain yaw marks because the marks "make pretty much an arrow,
like a big old neon sigh pointing to where [Appellant] landed." (R
1381, V7). The yaw marks began between the two lanes indicating
the presence of Appellant’'s vehicle as the vehicle had to be there
in order to make the marks. (R 1381-82, V7). Appellant's vehicle
basically did a "pit maneuver" on the victim's vehicle. (R 1382~
83, vT7),

Paul saw evidence where both vehicles hit the grass. (R 1383,
V7). A car could not drive on the area near the median as 1t was
not wide enough. (R 1384, V7). Paul did not find any car parts
which did not belong to the two vehicles. (R 1386, V7). Photos of
both wvehicles and the damage thereto were shown to the jury. (R
1390-92, V7). Appellant's vehicle did not have rear-end crush
damage to the bumper, which is inconsistent with a vehicle which
was rear-ended. (R 1393, V7). BAppellant's wvehicle contained no
indications of where there was contact by a third vehicle; there

was no paint transfer on the rear of Appellant's vehicle. (R 1393-

94, V7). Paul knew of no vehicle which could cause the damage at
the scene and not get wrapped up in the accident themselves. (R
1395, V7).



SUMMARY OF THE ARGUMENT

Appellant's argument was not preserved for appellate review.
The State presented sufficient evidence a crime occurred.

Reversible error has not been demonstrated.




ARGUMENT
THE 7TRIAL COURT DID NOYT ERR 1IN
DENY ING APPELLANT '3 MOTION FOR
JUDGMENT OF ACQUITTAL AS THE STATE
PRESENTED SUFFICTENT EVIDENCE
REBUTTING THE DEFENSE'S A HYPOTHESIS
OF INNOCENCE.,

Appellant, Melody Daniels (hereinafter either Appellant or
Daniels), contends that the lower court erred when it denied her
motion feor judgment of acquittal as to the offense of driving under
the influence causing serilous beodily injury. Specifically, she
argues the State failed to present -evidence which refuted her
reasonable hypothesis of innocence. As the State presented
competent evidence which was inconsistent with Appellant's theory
of events, Appellee respectfully submits that the trial court's
ruling was proper.

PRESERVATION

Prior to addressing the merits of Appeilant’s arguments,
Appellee contends that the arguments addressing Daniels' motion
for judgment of acquittal for the offense of DUIL with serious
bodily injury has not been preserved for appellate review. In order
to preserve the issue regarding a Jjudgment of acquittal for
appellate review, Florida Rule of Criminal Procedure 3.380(b)
states that a motion for Judgment of acquittal “must fully set

forth the grounds on which it is based.” {emphasis added.) Here,

Daniels' motion for judogment of acquittal was inadequate because



it did not bring to the attention of the trial court any of the
specific grounds he riow urges this Court to consider. (T 516, V6.

See Victorino wv. State, 23 So. 3d 980 (Fla. 2009) (holding the

c¢laim of improper denial of a motion for judgment of acquittal had
not been preserved for appeal by a boilerplate motion without

specific grounds); Patterson v. State, 391 So. 2d 344 (Fla. 5th

DCA 1980) {(heolding a bare-bones motion for directed verdict will
not permit a defendant to raise every possible claimed
insufficiency in the evidence). Rather, Daniels merely requested
the court grant a motion for judgment of acquittal. (T 259, V8; T
371, v9). Without specific grounds, this matter is unpreserved for

appellate review. See also Marquard v. State, 641 So. 2d 54 (Fla,

1994) (finding a particular argument not preserved as to the trial
court’s denial of motion for judgment of acquittal on a murder
charge) .
STANDARD OF REVIEW

On appeal, the appellate court reviews a motion for judgment

of acquittal under a de novo standard of review, See Pagan V.

State, 830 Se. 2d 792, 803 (Fla. 2002); Tibbs v. State, 397 5o0. 2d
1120 (Fla. 1981). An appellate court will generally not reverse a
conviction that is supported by substaritial, competent evidence.

Sea Donaldson v. State, 722 So. 24 177 (Fla. 1.998); Terry v. State,

668 So. 2d 954, 964 (Fla. 1996). If, after viewing the evidence in

the light most favorable to the State, a rational trier of fact
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could find the existence of the elements of a crime beyond a
reasonable doubt, then there is sufficient evidence to sustain a

conviction. See Banks v. State, 732 8o. 2d 1065 (Fla. 18989).

When the State's case is wholly circumstantial, however,
there must not only be sufficient evidence establishing each
element of the offense, but the evidence must also be inconsistent
with the defendant’'s reasonable hypothesis of innocence. Sece

Pagan, supra; Orme v. State, 677 So. 2d 258 ({(Fla. 1996). The

circumstantial evidence rule does not, however, requixre the Jjury
to believe the defendant's version of facts when the State has

produced conflicting evidence. Bedored v. State, 589 So. 2d 245,

250 (Fla. 1991). Further, the State is nol required to rebut every
possible variation of events which could be inferred from the
evidence, but only to introduce competent evidence which is

inconsistent with the defendant's theory of events. Kaczmar v,

State, 104 So. 3d 9%0, 1002 ({(Fla. 2012). Once that threshold is

met, it becomes a question for the jury. State v. Law, 559 8o, 2d

187, 189 (Fla. 1989}.

This Court, however, in Knight v. State, 107 So. 3d 449, 451

(Fla. 5th DCA 2013), questioned the applicability of the “special
standard of review” in circumstantial evidence cases and
questioned the need for a special standard of review, See also

State w. Sims, 110 So. 3d 113, 117 (¥la. 1st DCA March 25,

2013) (Thomas, J. dissenting) (agreeing with "with the insightful



analysis expressed by Judge Lawson and the Fifth District in ¥Knight
[...] which recognized that the special standard of review in
circumstantial-evidence criminal cases is inconsistent with the
Florida -jury instructions, federal law, and the majority of state
jurisdictions."). Appellee submits that, based upon the existence
of victims' statements and the physical damagé to the vehicles and
crash scene, the instant case is not a wholly circumstantial
evidence case. If, however, this Court finds that the case is based
on wholly circumstantial evidence, under Knight, the special
standard of review should not apply. Nevertheless, even applying
the special standard of review, Appellee submits that the issue of
Daniels' guilt was properly submitted to the jury.
MERITS

Despite Daniels' fallure to preserve this issue for appellate
review, this Court may consider the issue undex the fundamental
error doctrine if “the evidence [was] insufficient to show that a

crime was committed at all.” F.B. v, State, 852 So., 2d 226, 230

(Fla. 2003). The evidence in the 1instant case was gufficient to
convict Daniels of driving under the influence causing serious
bodily dinjury. The elements of this offense are met if: (1) a
person driving or in actual physical control of a vehicle, {2) who
was under the influence of alcoholic beverages to the extent that
the peison's normal faculties are impaired or has a blood or breath

alcohol level of .08 or more, (3) causes or contributes to causing




serious bodily injury to another person as a result of operating

the wvehicle. Bribiesca-Tafolla v. State, 93 So. 3d 364, 367 (Fla.

4th DCA 2012); Fla. 8td., Jury Instr, (Crim.) 28.3 (2014); S§§
316,193{1), 316.193(3)(a), (3){(b), (3)(ec) 2., Fla. Stat. (2013}.
Additionally, here, the -Jjury found Daniels guilty of the lesser-
inciuded offense of driving under the influence causing injury. (R
1240, V7). As there waslsufficient evidence of the greater charge,
there was also sufficient evidence of this lesser charge.
Florida's supreme court has estabLished clear rules that the
courts must apply in evaluating the sufficiency of the evidence on
a motion for Jjudgment of acquittal. Unless “there is no view of
the evidence which the jury might take favorable to the opposite

party that can be sustained under the law,” the trial court should

not grant the motion. Williams v. State, 967 So. 2d 735, 755 (Fla.

2007) (quoting Gudinas v. State, 693 So. 2d 953, 962 (Fla. 1997}).

The existence of contradictory, conflicting testimony or evidence
“doeg not warrant a judgment of acquittal because the weight of
the evidence and the witnesses' credibility are questions solely

for the jury.” Fitzpatrick v. State, 900 Sc. 2d 485, 508 (Fla.

2005). “Where there is room for a difference of opinion between
reasonable men as to the proof of facts from which the ultimate
fact is sought to be established,” the force of such conflicting
testimony should notlbe determined on a motion for judgment of

acquittal. Darling v. State, 808 So. 2d 145, 155 (Fla. 2002). Once




the State presented evidence that was inconsistent with the
defense's theory of events and from which a jury could infer guilt
to the exclusion of all other inferences, it became a guestion for

the jury to decide. See Orme v. State, 677 So. 2¢ 258, 262 (Fla.

1996) .

While Daniels now contends on appeal that the judgment of
acquittal shculd have been granted below based upon the State's
failure to rebut her - hypothesis of innocence, i.e., the third
vehicle, the State's case did contain evidence which contradicted
her theory. The testimony £from Deputy Paul contradicts the
defense's position that a third car was the cause of the crash., It
was proper for the judge to allow the jury to decide the matter.

Viewing the evidence, and all reasonable inferences
therefrom, in the 1light most favorable %o the State, the
prosecution presented competent evidence which rebutted Daniels’
hypothesis of innocence of third-car causation. Since the
credibility and probative force of conflicting testimeny should
not be determined on a motion for judgment of acquittal, the trial
court properly submitted the issue of Daniels' guilt to the jury.
Reversible error has not been demonstrated.‘

CONCLUSION

Based on the arguments and authorities presented herein,
‘Appellee respectfully requests this Honorable Court affirm the
judgment and sentence in all respects.
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CRYPTOGRAPHY, PASSWORDS,
PRIVACY,AND THE FIFTH AMENDMENT
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ABSTRACT

Military-grade cryptography has been widely available at no cost for personal and commercial
use since the early 1990s. Since the infroduction of Pretty Good Privacy (PGP}, more and
more. people encrypt files and devices, and we are now at the point where our smartphones
are encrypted by default. While this ostensibly provides users with a high degree of privacy,
compelling a user to provide a password has besn interpreted by some courts as a violation
of our Fifth Amendment protections, becoming an often insurmountable hurdle to law
enforcement, lawfully executing a search warrant. This papet will explore some of the issues
around this complex legal and social issue, including the evolution in the use of digital
cryptography and the evolving legal interpretations of privacy.

Keywords: Cryptography, Fifth Argendment, Law, Passwords, Privacy, Self-incriminating
testimony

1. INTRODUCTION trying to execute a search warrant. This

] ) . raises sevéral questions:
While addressing cybersecurity conference

attendees. at Boston College in 2017, then-
FBI Director James Comey observed that
the ubiquitous availability and use of strong
cryptography was upsetting the. delicate bal-
ance between privacy and security that is
at the very heart of the U.S. social contract 9. Did the authors of the Constitution

1, How do we, as a society, feel about citi-
zens having access to strong encryption
and devices that are impervious to a
government—sanctioned search?

(Armerding, 2017). In 2019, Manhattan Dis- envision a container that could never
trict Attorney Cyrus Vance, Jr. testified that be opened and, therefore, never be
strong iPhone encryption was Apple’s "gift to searched?

gex traffickers" ("Wiitten Testimony", 2019,

para. 13). Today's digital cryptography truly 3. Ts compeiling a user to provide a pass-
is military-grade and provides an often insur- word a violation of Fifth Amendment
mountable basrier for law enforcement when profections?

© 2020 JDFSL Page 1
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4. Should erypto products have baclkdoors
for just these reasons?

This paper will explore these issues by ex-
amining the growing capabilities of cryptog-
raphy (Section 2) and the evolving interpreta-
tion of privacy and self-incrimination (Section
3). Section 4 will discuss some of the issues
as privacy and the needs of the state collide.
Section 5 wilt provide some conclusions.

2. SOME MAJOR.
EVENTS IN DIGITAL
CRYPTOGRAPHY

Cryptography is the science of writing in se-
cret codes. Most historians point to the use
of non-standard hieroglyphics in Egypt in
1900 B.C.E. as the beginning of secref code
writing although that practice probably ap-
pears spontaneously soon after writing was
developed (Kahn, 1996; Singh, 1999).

Tor several thousand years, the primary
use of cryptography was for secrecy (aka pri-
vacy and confidentiality). It was also the
exclusive domain of the literate and, even
then, employed almost solely at the nation-
state level to protect diplomatic communica-
tion and military secrets (Kahn, 1996; Singh,
1999).

While many advances in cryptographic
codes appeared in the 1800s, one of the most
notable practical contributions came from
Aupguste Kerckhoffs, a Dutch linguist and
cryptographer. In 1883, Kerckhoffs proposed

a riumber of design principles for military ci-

phers. One that maintains significance today
says that the cryptographic system must not
rely upon the secrecy of the encryption al-
gorithm but upon the judicious choice, use,
and storage of the keys. In fact, it is best to
assume that the enemy knows the algorithm
(Kahn, 1996; Kerckhoffs, 1883a, 1883h).

Page 2

Cryptography continued to play a major
role in diplomatic and military commumica-
tion in the 20th century, playing a key role in
the military campaigns of both World Wars
(Haufler, 2003; Yardley, 1931). Commercial
use of crypto, while introduced in the 1920s,
started to grow so rapidly in the post-WW 1I
era that the 1.5, and most of the ailied coun-
tries limited its use by civilians. In the U.S,,
in particular, cryptography was classified as a
munition, which placed strict export controls
on those products (Kahn, 1996; Levy, 2001).

The 1950s saw the dawn of the computer
age in commercial organizations, notably in
the financial industry, In the eariy 1970s, the
National Bureaun of Standards (NBS, now the
National Institute of Standerds and technol-
ogy [NIST}) put out a call for & national stan-
dard encryption scheme for use with comput-
ers. The Data Encryption Standard (DES),
designed by IBM and derived from an earlier
IBM cipher called Lucifer, was adopted in
1977 and published as Federal Information
Processing Standard (FIPS) Publication 46,
The National Security Agency (NSA) had
input into the development of DES, which
caused many to wonder if they had imple-
mented some sort of backdoor, a purpose-
ful weakening of the algorithm to make is
more susceptible to certain kinds of attack.
Ironically, the NSA-designed Substitution
(S)-boxes removed a mathemmatical weakness,
making the algorithm stronger. However,
IBM offered both 56- and 128-bit key ver-
stons of DES and the NSA insisted upon use
of the smaller key, making it more susceptibie
to brute force attacks (Schneier, 2004).

Upon adoption, DES became the newest
secret key cryptography (SKC) scheme. SKC,
also called symmetric cryptogrephy, uses a
single key for both encryption and decryption.
The key, then, is a shared secret between the
sending and recetving parties, An important
aspect of SKC schemes is the process of key
exchange; specifically, how do the sender and

© 2020 JDFSL
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receiver share the key and keep it a secrel?
In 1977, the best way might be for one party
to write it down and send it by armored car
to the other party, using the same keys for
days or weeks at a time {Kahn, 1996; Singh,
1999).

During this same era, Whitfield Diffie and
Martin Hellman proposed a new form of
encryption called public key cryptography
(PKQ). Also called asymmetric cryptography,
PKC employs two keys, one to encrypt and
the other to decrypt. Although the two keys
are mathematically related and created as a
pair, deriving the value of one of the keys
by knowing the value of the other is compu-
tationally infeasible. Thus, one of the keys
could be widely published and shared, known
as the public key, while the other key re-
mained a closely held private key (Diffie &
Hellman, 1976).

The description of PKC was widely hailed
as the biggest advance in encryption in hun-
dreds of years. For 4,000 years, encryp-
tion was used almost solely to keep secrets,
PKC could also provide sender authentice-
tion, message integrity, key exchange, and
non-repudiation. In terms of key exchange
alone, public key methods allowed secret keys
to be generated and exchanged in millisec-
onds (Kahn, 1996; Levy, 2001),

PKC depends upon the existence of frap-
door functions. In this context, a trapdoor
(as opposed to a backdoor) refers to a math-
ematical function that is easy to compute
but where the inverse function is significantly
harder to calculate; e.g., it is easier to per-
form exponentiation than it is to calculate
logarithins and multiplication is easier than
factorization. The first workable PKC algo-
rithm was published by Rivest, Shamir, and
Adleman (1978) and led to the first commer-
cial PKC product, RSA.

In June 1991, Phil Zimmermann uploaded
Pretty Good Privacy (PGP) to the Internet.
PGP was the firgt open cryplosystem, com-

@ 2020 IDFSL

bining hashing, compression, SKC, and PKC
into a method to protect files, devices, and
e-mail, Public keys were shared via a concept
known as & Web of Trust; individuals would
directly exchange their public keyrings and
then share their keyrings with other trusted
parties (Zimmermann, 2001).

PGP secret keys, however, were 128 blts
or larger, making it a sirong cryptography
product. FExport of strong crypto products
without a license was a violation of Interna-
tional Traffic in Arms Regulations (ITAR)
and, in fact, Zimmermann was the target
of an FBI investigation from February 1893
to January 1996. Yet, in 1995, perhaps as
a harbinger of the mixed feelings that this
technology engendered, the Electronic Fron-

tier Foundation (EFF) awarded Zimmermann

the Pioneer Award and Newsweek Magazine
named him one of the 50 most influential
people on the Internet (Sussman, 1995; Zim-
mermann, n.d.).

With the commercialization of the Inter-
net and dawning of the World Wide Web
in the early 1990s, the government realized
that there were legitimate needs for public
use of strong cryptography. But not with-
out government oversight. In 1993, at the
same time as the Zimmermann investigation,
NIST and the NSA introduced the Capstone
project to provide strong crypto for public
use. Capstone comprised several components
(Crypto Museum, 2018; Kessler, 2020):

1. Skipjack: An SKC block cipher using an
80-bit key, the design of which was clas-
sified (a violation of Kerckhoffs’ design
principle described abmre)

9. Clipper: A tamper-proof computer chip
that ran Skipjack, designed with a
governinent-accessible backdoor

3. Escrowed Encryption Standard (ESS):
- A scheme whereby private keys would

Page 3
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be escrowed by NIST and the Treasury
Dept.

Drvespective of the government's intentions,
pushbacle against Capstone from privacy ad-
vocates and critics of s poor cryptographic
practices — including the discovery of a flaw in
the Clipper chip's law enforcement haclkdoor
— resulted in the termination of the project by
1996 (Blaze, 1994; Meeks, 1994). Ultimately,
Capstone was never adopted (EPIC, n.d.b).

By 1995, electronic-commerce (e-
commerce) started to blossom on the
Internet. At that time, many people -
including the first author of this paper -
were actually sending credit card numbers
and other private informafion in unen-
crypted emails. All of this changed in
1995 with Netscape’s release of the Secure
Sockets Layer (SSL) protocol, an encryption
enhancdement employed by the Hypertext
Transfer Protocol (HTTP) in Web servers
and browsers that were fundamental to
supporting the growth of commercial activity
on the Internet. Because export of 128-bit
keys was still prohibited, browsers in this era
— including Internet Fxplorer and Netscape —
had a domestic version with 128-bit keys and
an international vergion with 40-bit keys. In
1998, however, President Bill Clinton issued
Executive Order (EQ) 13026, re-classifying
crypto products as technology rather than
munition, which greatly relaxed export
controls and key sizes {Clinton, 1996; U.S.
Dept. of Commerce, 2000).

- While this sea change was ongoing in the
mid-1990s, Blaze, Diffie, Rivest, Schneler,
Shimomura, Thompson, and Wiener (1996)
released a white paper demonstrating that 56-
bit keys were too short for practical, commer-
cial purposes and that SKC gchemes needed
to-use longer keys (Figure 1). Given that
DES had had a 20-year lifetime in 1996, they
concluded that the minimuwm key size for an-
other twenty years was at least 75 bits,
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Showing that 56-bit keys were insufficient
was also a harbinger that the useful life of
DES was coming to an end, Tn March 1998,
NIST reaffirmed the DES standard for use for
one additional five-year cycle but stated that
a new standard would be developed. In July,
however, the EFF introduced Deep Crack, a
chip that could be built for $220K and brute
force a DES key in an average of 4.5 days
(EFF, 1998). This development effectively
killed DES and caused a scramble as interim
fixes and variants to DES became available
(Kessler, 2020).

The process of developing NIST's next-
generation SKC standard, called the Ad-
vanced Encryption Standard (AES), started
in 1997, The AES process was handled very
differently from the one that gave us DES.
Whereas DES was developed under a shroud
of secrecy, the AES process was an open,
international competition. Fifteen propos-
als were submitted and reviewed, with all
algorithms, documentation, and tests were
posted on a NIST Web site. In 2001, an algo-
rithm named Rijndael (developed by Belgian
cryptographers Joan Daemen and Vincent
Rijmen) — employing-a 128-, 192-, or 256-bit
key ~ was adopted as FIPS Pub. 197 (NIST,
2018).

It is worth noting several other crypic de-
velopments that occurred in the 2000s. Ap-
ple’s Mac OS X, based on the Unix operating
systemn, became available in 2001 (Painter,
2019). Mac OS X 10.3 (Panther) introduced
FileVault in 2003, which could encrypt a
user's home directory {Apple Inc., 2003). Fil-
eVault 2, a re-design of the original, was re-
leased in 2011 with Mac OS X 10.7 (Lion)
and supported full startup volume encryp-
tion. This product was one of the first to
employ AFS encryption (Apple Inc., 2018;
OSXDaily, n.d.).

In 2004, TrueCrypt, open source encryp-
tion for Windows, MacOS, and Linux, was
released (TrueCrypt, 2018). TrueCrypt pro-
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Time Per Key Length
Recovered Key  For Protection

Attacker Budget Tool 40-bit  56-bit In Late-1995
Pedestrian hacker Tiny PC 1week Never 45

$400 FPGA 5hours 38years 50
Small business $10K  FPGA  12min. 18 mon. 55
Corporate Dept.  $300K FPGA 24 sec. 19 days 60

: ASIC  0.18sec, 3 hours :
Big Company $1OM°  FPGA T7ssc. 13 hours 70
ASIC 5ms 6 min.

Government $300M ASIC  02ms - 12sec. 75

ASIC = Application-specific Integrated cirgult
FPGA = Field programmable gate array

Tigure 1. Bffective key lengths for commercial applications (Adapted from Blaze et al,, 1996)

vided a. novel capability called plausible de-
niability (Figure 2). When a TrueCrypt en-
crypted volume is created, the user can define
a single éncrypted container or two encrypted.
containers using different passwords. Because
the encrypted volume is randomized, it is
not possible to tell whether there is a single
container or two. If somehow compelled to
provide a password, a user can supply the
password to the standard TrueCrypt volume
and there is no way to know if there is a hid-
den volume within (TrueCrypt Foundation,
92012). (On 28 May 2014, the TrueCrypt Web
site suddenly went dark, announcing that the
goftware was no longer being maintained and
that users should seek alternatives, The story
of TrueCrypt and the software that followed
is beyond the scope of this paper but certainly
an interesting twist.)

With the growth in the use of smartphones
and the prodigious amount of personal infor-
mation they contain, default encryption of
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these devices was inevitable. In 2014, Ap-
ple announced that i0S 8 devices would be
encrypted by defanlt and Google announced
the same for Android 5.0 (Lollipop) (Miller,
2014).

3. SOME MAJOR
EVENTS IN THE
NOTIONS OF PRIVACY

Although the word "privacy" never appears
in the U.8. Constitution or the Bill of Rights,
Zimmermani — the author of PGP — suggests
that privacy is an inalienable right that was
understood by the framers (1999), Given
the technology available in the late-1780s,
any two people having a comnversation knew
whether they had privacy or not simply by
locking around; if a third person came within

earshot, the two people could merely walk

away. The printed word was always visi-
nle, People had privacy because physics sup-
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Normal TrueCrypt volume.

i

Header for Header for
standard hidden
vojume volume

Normal TrueCrypt volume with a hidden contalner

Figure 2. Plausible deniability in TrueCryp

ported it; the framers would no more discuss
the right of privacy than they would the right
to breathe air.

Most people today associate our expecta-
tion of privacy with the Fourth Amendment;

The right of the people to be secure in
their persons, houses, papers, and effects,
against unreasonable searches and seizures,
ghall not be viclated, and no Warrants shall
issue, but upon probable cause, supported by
QOath or affirmation, and particularly describ-
ing the place to be searched, and the persons
or things to be seized (U.3. Const. amend.
V).

One hundred years after the ratification of
the U.S. Constitution, the invention of the
camera — and an invasive press — brought
the concept of privacy into public discussion.
The right to privacy was first described by
Warren and Brandeis (1890) and introduced
the foundational concept that most Ameri-
cans just want the "right to be let alone."
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The Fourth Amendment protects against
overly invasive government searches but also
provides guidelines around when the govern-
ment can access an individual's personal ef-
fects. In particular, a search is an:

1. Action by the state

2. Infringes upon one's reasonable expecta-
tion of privacy

3. Is legal only if there is a search warrant
or a valid warrant exception

In this regard the Fourth Amendment can
be viewed as involving a level of "taking"
some level of privacy by a goverament entity.

The understanding of Fourth Amendment
protections has changed over time with the
current decisional law suggesting that they
apply to people, not places {Katz v. U.5,
1967; Olmstead v, U.S., 1928). Katz also
provides a guideline of what "reasonable ex-
pectation of privacy” meang; namely, a sub-
jective expectation of privacy that is objec-
tively reasonable. This standard is met if
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a. person expects privacy (subjective) and
society agrees that that expectation is rea-
sonable (objective). As an example, a person
standing inside of an enclosed, glass phone
hooth might have a reasonable expectation
of privacy for a telephone conversation but
probably does not have a réasonable expeécta-
tion of privacy if they are taking their clothes
off.

The Flectronic Communications Privacy
Act (BCPA, 1986), which governs electronic
surveillance in the United States, has always
drawn a distinction between user data and
transactional data. User data, also called
content, is the information that is under di-
rect control of the user, such as the words
typed into a file or words said during a tele-
phone conversation. Transactional data, also
called non-content, is the metadate needed by
an entity such as a communications carrier,
file system, or operating system to actually
control or manage the data flow. The dis-
tinction between user content and metadata
is consistent with the established legal doc-
trines regarding the privacy of content and
the sharing of date under the third-party doc-
trine. By refusing to include content in the
electronic surveillance data, the traditional
Katz doctrine is being followed. Similarly, al-
iowing metadata to be included in electronic
surveillance comports with the third-party
doctrine,

The third-party doctrine emanated from
Smith v. Maryland (1979). In this case,
Smith stole a woman’s. purse. A few days
later, the woman started to receive harass-
ing phone calls, Following the procedures of
the ECPA, police placed a trap and trace
device on het line to determine the numbers
calling the woman; this process linked calls
to Smith’s number. Again, following ECPA
provisions, police placed a pen register on
Smith’s line, showing that he was calling the
woman. Smith was arrested, tried, and con-
victed. He appealed the conviction by assert-
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ing his expectation that his telephone calls
were private. The Court npheld conviction,:
noting that a) police did not view the content
of his calls and b) he had already shared the
fact that he was calling the woman with a
third party, namely the telephone company,
These points are important to this discus-
sion largely because metadata is typically
not encrypted while content might be. Thus,
metadata would seemingly always be avail-
able to law enforcement; it is content where
the issue of encryption might be directly at
issue. And content is where incriminating
and exculpatory evidence of crime would be
found.

The TFifth Amendment addresses;
among other things, issues related to
self-incriminating testimony and says, in
part, "No person... shall be compelled in any
criminal case to be s witness against himself"
(U.S. Const. amend. V). This concept was
novel at the time because the prevailing
jurisprudence in the 1700s was that o suspect
was guilty until proven innocent. The U.S.
system of criminal justice is based upon the
notion that a defendant is innocent until
proven puilty and the state has the burden
of proving guilt beyond a reasonable doubt.
In this way, the Fifth Amendment can be
SeBI as p‘rotécting against a person having to
figive" evidence. Not forcing a defendant to
testify is a way of implementing this precept;
o criminal suspect does not have to speak
and not speaking is not an implication of
guilt.

Fisher v. U.S. (1976) introduced two rele-
vant clarifications to Fifth Amendment pro-
tections, namely the Act of Production Doc-
trine and the Foregone Conclusion Doctrine.
The Act of Produetion Doctrine says that &
compelled act is testimonial when the dct as-
serts information — i.e., the contents of one’s
mind — with some aspect of communication.
In this case, the Court observed that doing
gomething can convey information {he same
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as saying something, Thus, if a teacher asks
a group of students to raise their hands if
they read a certain paper, the act of raising
the hand is testimonial since it conveys infor-
mation that is in the students’ heads, Courts
have, therefore, come to interpret the Fifth
Amendment as protecting both forms of com-
pulsion, namety, testimony and production.

It is important to note that knowing a
password and knowing the contents of an
encrypted device are two different things. It
is often the case people besides the owner of
a device may know or be aware of the code
needed to urnlock the device; family members
and friends, for example, often exchange or
share this information for myriad reasons.
Therefore, knowledge of a password is not a
valid test that the person actually knows the
contents and, therefore, is not in and of itself
incriminating.

The Act of Production Doctrine considers
a person’s communication implicit in the act,
not what cornmunications may result from
the act. How ineriminating the production
may be, or what the computer does when a
person unlocks is, does not change the testi-
mony implicit in the act of unlocking it. In
re Search Warrant Application. (2017) notes
that use of hiometry to access a device does
not gain testimonial significance based on
the information revealed; such an argument
" relies on conflating what it means for an
act to be inherently testimonial versus an act
vielding an meriminating resuit" (Section II,
para. 11). In a sense, the passcode is akin to
a fingerprint or a physical key; it can be used
to open the device to further exploration, but
neither the code nor the fingerprint ner the
physical key creates any information to be
decrypted; the information either exists or it
doesn’t irrespective of the unlocking of the
device. Thinking of the igsue in this regard
overcomes the dichotomy of being able to
nse a fingerprint to unlock a device, but not
obiain a passcode.
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The Foregone Conclusion Doetrine says
that compelling a person to produce informa-
tion under certain circumstances is not tes-
timonial if the state already, independently
knows that the person has the information.
Sa, as an example, if the state compels a per-
son to open a safe by using a combination,
the act of entering the correct combination is
not ineriminating testimony that the person
knows the combination if the state can show
that it had authentic, o priori knowledge
that the person knew the combination. The
elements of the Forgone Conclusion Doctrine
are met when:

1. The state has knowledge of the exis-
tence in some specified location of the
demanded evidence (reasonable particu-
larity)

2. The person is known to have possessed
or conbrolled the evidence

3, The evidence is anthentic

The Foregone Conclusion Doctrine has two
elerents that apply more to the access to and
acceptance of physical documents than to dig-
ital passwords. Reasonable particularity, the
first such element,, is a level of specificity that
does not really apply %o passwords; the state
is seeking a single password with which to ac-
cess a single device (Commonwealth v. Jones,
2019; Kerr, 2018; U.S. v. Spencer, 2018).
The other element, authenticity, should not
be an issue with passwords since they are
sell-authenticating; if the password works, it
is clearly authentic (Commonwealth v. Gelf-
gott, 2014; In the Matter of the Search, 2018;
State of Florida v. Stahl, 2016).

Doc v. U.S. (1988) provides additional in-
sight into when Fifth Amendment protections
attach. According to Doe, ...an accused’s
communication must itself, explicitly or im-
plicitly, relate a factual assertion or disclose
information" (Doe, para. 3} in order fo be
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considered testimonial. Thus, Fifth Amend-
ment privileges can only be invoked when
these three elements apply:

1. Compulsion
9, "Testimonial communication or act

3. Incrimination

Without these components, there is no
Fifth Amendment issue. Per Doe (1988),

"ff g compelled statement is 'not testimonial

and for that reason nob protected by the priv-

ilege, it cannot become so because it will
lead to incriminating evidence'" (fSotnote 6).
This relates to the question about whether
providing a passcode is testimonial, If the ini-
tial compelled communication is testimonial,
then any derivative evidence would be inad-
missible; if, however, such information is not
testimonial, then any derivative information
would be properly admitted into evidence.
.8, v. Hubbell (2000) further clarifies
the limits of the Fifth Amendment. As part
of & plea agreement, Hubbell agreed to pro-
vide certain documents relevant to a govern-
ment investigation. After the government is-
sued a.subpoens to Hubbell to produce those
doculitents, he asserted his Fifth Amend-
ment privilege against self-incrimination be-
fore a. Grand Jury, The prosecutor obtained
a court order for the documents and of-
fered immunity to Hubbell who, in turn, pro-
vided the documents, thus was in compli-
ance with the original plea bargain. The gov-
ernment then used the documents to indict
Hubbell for additional erimes, The Supreme
Court dismissed the indictment, observing
that the Fifth Amendment privilege against
self-incrimination protects an individual from
being compelled to disclose the existence
of, much less produce, incriminating doc-
urents of which the prosecution has no @
priort knowledge, thus is unable to describe
with reasonable paricularity. The Court also
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ruled that if an individual produces such doc-
uments pursuant to a grant of immunity, the
government may not use them to pursue ad-
ditional criminal charges against that person,

4 PRIVACY V. THE
NEEDS OF THE STATE

The evolution and widespread availability of
strong cryptography made it inevitable that
an individual's expectation of privacy would
be on a collision course with the 1egitimate
needs of the state to execute & valid search
warrant.

4.1 Compelling an Individual’s
Password

Since the early days of PGP, everyone from
pundits and researchers to legal scholars and
technocrats have wondered, *What happens
if law enforcement issues o search warrant
for an encrypted device and the user chooses
not to comply?" It took more than 15 years
for & court case to address this question
(Nakashima, 2008},

U.S. v. Boucher (2007, 2009) is the first
known case in the U.S. involving an en-
crypted computer and the guestion of gelf-
incrimination. Boucher, a Canadian citizen,
was stopped at a U.S. border crossing in Ver-
ment, Upon examination, images of child
pornography were found on his computer,
which was encrypted using PGP Desktop
software. The computer was powered down
upon seizure and was unable to be further ex-
amined by law enforcement (Cohen & Park,
9018; Nakashima, 2008; Sacharoff, 2018). Po-
lice then asked a judge to compel Boucher to
provide the password.. In 2007, a U.S. Magis-
trate Judge ruled that compelling a password
violated Boucher’s Fifth Amendment protec-
tions against self-incrimination. Upon the
government’s appeal in 2009, & U.5. Disftrict
Judge ordered Boucher to supply palice with
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an unencrypted version of the hard drive. At
that point, Boucher accepted a plea agree-
ment,, was sentenced to three years in prison,
and then subsequently deported.

During public discourse of the various
Boucher rulings, many physical world analo-
gies were made t0 this cybér world case, Most
notably, the password was the same as a key
to a locked room; providing the key is not
ineriminating even if the contents of the room
are. But, in light of the Act of Production
Doctrine, is revealing the key’s location tes-
timonial? One can be compelled to give a
fingerprint, cheek swab, hair sample, blood,
or other DNA; why not a password? But,
perhaps a more fundamental question: Did
the framers of the Constitution in 1878 ever
conceive of a Fourth Amendment container
that could not somehow be opened by physi-
cal means?

When applying for search warrants for
physical documents, the government needs to
meet the constitutional threshold of proba-
ble cause, 1.e., that there is a fair probability
that a search will result in evidence of a crime
being discovered (U.S. Const. amend, IV).
The government must also, as specific as is
possible, describe the place to be searched,
and the persons or things to be seized. The
‘standard for searching for data on a digital
device should not be higher. The standard
for compelling the production of a password

does not have to do with the eventual re-

covery of evidence. Rather, as some courts
have held, the proper guestion is whether
the government can demonstrate that it is a
foregone conclusion that the defendant can
decrypt the device (Kerr, 2018, 2019; U.S. v.
Apple MacPro Computer, 2017).

The Foregone Conclusion Doctrine was sig-
nificant in the Boucher Order. Boucher ac-
cessed his laptop at the Tmmigration and
Customs Enforcement (ICE) agent’s request
at the border, where the agent ascerfained
the presence of child pornography. Because
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of that act, the Government knew of the ex-
istence and location of the hard drive and its
files. Compelling Boucher to provide access
to the unencrypted drive did not add to the
sum total of the Government’s information
about the presence of possibly incriminat-
ing files (Kerr, 2019; Sacharoft, 2018; U.5. v.
Boucher, 2009).

In addition, Boucher's act of producing
an unencrypted version of the drive was not
needed to anthenticate it since he had already
adrnitted to possession of the computer and
provided the Government access to the drive.
Since the Government could link Boucher
with the files on his computer without mak-
ing use of his production of an unencrypted
vergion of the drive and stated that it would
not use his act of production as evidence of
authentication, there was no viclation of his
Fifth Amendment privileges (Kerr, 2018; U.S5.
v. Boucher, 2009).

The Boucher case did not provide guidance
necessarily followed by other courts. In a
similar case five years later in Massachusetts,
suspect Gelfgatt was charged with multiple
counts of forgery. Relevant evidence was
known to be on his computers. Prior to
trial, a motion to compel Geligatt to "...en-
ter his password into encryption software"
was denied by a Superior Court judge, who
referred the point of law to the Supreme Ju-
dicial Court (SJC). The SJC reversed the
denial, arguing that the motion violated nei-
ther the Fifth Amendment nor Article 12 of
Massachusetts Declaration of Rights since
the compelled decryption would not: commu-
nicate facts of a testimonial nature beyond
what Gelfgatt had already admitted to inves-
tigators ( Commonwealth v. Gelfgatt, 2014),

Yet, five years after that, the state issned
a. Gelfgatt order for Jones — indicted for sex
trafficking — to "provide... in writing... the
PIN code® to a mobile phone (Commonwealth
v, Jones, 2019). But entering and revealing
a password are different things, and revealing
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the password is not supported by Gelfgatt.
Orice the Commonwealth changed the request
to entering the password, the order was up-
held due to the Foregone Conclusion Doctrine
(Kerr, 2019).

Requiring the disclosure of a password
can be compared to the required disclosure
of a private document, which may have
some Fifth Amendment protection. The re-
quired oral disclosure of & password. is often
equated to incriminating testimony which is
proscribed by ‘the Fifth Amendment (Kerr,
2019).

Inconsistencies in rulings have appeared
within states and between federal courts,
Two cases in Florida provide a classic ex-
ample. In State of Florida v. Stahl (2016),
Stahl was arrested for video voyeurism (in
this case, taking upskirt photos) in Sarasota.
Stahl gave consent for the search of his mobile
phone, confirmed the phone number, and pro-
vided police with the location of the phone —
and then withdrew consent. The State's mo-
tion to compel Stahl to provide the password
to police officers was denied by the trial judge,
yet Florida's Second District appeliate court
quashed the trial judge's order, allowing the
State to compel the password (Kerr, 2019).

In 2018, G.A.Q.L., a 17-year-old, was an
inebriated driver in a high-speed collision in
the southeastern part of the state, resulting
in the death of a passenger in his vehicle
(G.A.Q.L. v. State of Florida, 2018). The
Qtate made a motion to compel an iPhone
7 and {Tunes password pursuant to a search
warrant for the phone, for which they had
credible belief that relevent evidence would
be found. The trial court ordered the pass-
words to be provided, per Stahl. In this
case, Ilorida’s Fourth District appellate court
quashed the trial judge’s order, protecting
the password on Fifth Amendment grounds.
The appéllate jndges ruled that the Foregone
Canclusion Doctrine did not apply because
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the State did not show "reasonable particu-
larity."

Cliven that two Florida appellate courts
have made different rulings, this question
will Likely go to the Florida Supreme Court
at some point. The Court in G.A.Q.L.
openly disagreed with Florida's Second Dis-
triet Court of Appeal and cited a U.5. 11th
Circuit Court of Appeals case that found that
the privilege against compelled decryption ap-
plies unless the government can describe the
incriminating files that are on the device with
reasorisble particularity (In Re Grand Jury
Subpoena, 2012).

There are other cases that have resulted
in conflicting decisions, showing that there is
no clear precedent, among them:

1. U.5. v Fricosu (2012): Citing the All
Writs Act, ordered the defendant to sup-
ply an unencrypted copy of an encrypted
hard drive for which the Government
had a search warrant.

9. U.S. v Apple MacPro Computer (2017):
Found that compelled decryption did
not violate prior decisional law and did
not violate Fifth Amendment privilege
against self-incrimination.

3. 1.8, v. Spencer (2018): Held that the
appropriate test to determine whether
the Foregone Conclusion Doctrine ap-
plied was whether the government could
show that it was a foregone conclusion
that the defendant could decrypt the
devices; if so, it altowed compelled de-
cryption.

4. Seo . State (2018): Found thaf ordering
the defendarnt to unlock a mobile phone
was a violation of Fifth Amendment
protections against self-incrimination,
Jargely because of the unlimited nature
of the search warrant and the fact that
the device is an intimate record of a
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person's thoughts and actions. The rui-
ing was uphald by the Indiana Supremne
Court in 2020 (Lee, 2020, Seo v. State,
2020).

It seems that inconsistencies at the Federal
level {e.g., Boucher, in the U.S. 2nd Circuit,
conflicts with In Re Grand Jury Subpoena,
decided in the U.S. 11th Circuit) suggest
that this issue has to eventually be adju-
dicated by the U.S. Supreme Couit. One
could argue that the Supreme Court has al-
ready missed one opportunity to address this
question. The defendant in Commeonwealth v.
Jones (2019) filed a writ of certiorari with the
Court in 2019 (Reidy & Nathanson, 2019).
The specific questions in the writ were:

Does the Fifth Amendment’s act of produc-
tion doctrine apply to compelled decryption?
If so, what does the foregone conclusion ex-
ception to the act of production doctrine re-
quire the government to show before an order
to compel decryption can issue? (Reidy &
Nathanson, p. 1)

Public defenders in Massachusetts filed an
amticus curiae brief arguing that Fisher's rul-
ing regarding the Act of Production Doctrine
should not be applied to compelled decryp-
tion (Rangaviz, 2019). The Supreme Court
declined to hear the case as they denied cer-
tiorari (U.S. Supreme Court, 2019).

4.2 Product and Encryption
Backdoors

In December 2015, a mass. shooting in San
Bernardine, California resulted in 14 peo-
ple being killed and an additional 21 people
wounded, The shooters — a married couple
— were both killed in a shootout with police.
According to ¥BI investigators, the couple
were lone operator terrorists; "homegrown
violent extremists" radicalized over several
years of consuming "poison on the Internet"
and inspired by foreign terrorist groups com-
mitted to jihadism and martyrdom, yet not
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directed by any particular group (Schmidt &
Pérez-Pefia, 2015).

The FBI believed that access to the iPhone
5C found in the couple’s vehicle would ad-
vance their investigation. As iPhone encryp-
tion has evolved, law enforcement has re-
quested agsistance from Apple many times to
retrigve information so as to advance erim-
inal investigations, When Apple complied,
it employed existing capebilities to access
the devices (Cohen & Park, 2018; Sacharoff,
2018).

In 2016, the Court issued an order requir-
ing a custom operating system be created and
installed by Apple without unlocking or oth-
erwise changing the data on the phone {In re
Apple AWA Order, 2016). What was new in
this request was that Apple was asked to de-
velop a new capability to break the advanced
security features found in Apple’s devices.
The basis of the 'BI’s request to Apple was
the All Writs Act of 1789 that allows the gov-
ernment to issue all necessary and appropri-
ate orders in the furtherance of their rightful
duties (In re Apple AWA Application, 2016).
Apple opposed the order on the grounds that
it was unlawinl and unconstitutional because
it essentially conscripted Apple into writing
hacking code for the government. Turther,
they atgued that if the order was granted,
it would undermine the security of all Apple
devices and set a dangerous precedent for fu-
ture cases (Cohen & Park, 2018; EPIC, n.d.a;
In re Apple Motion to Vacote, 2016). Subse-
quently, the FBI found another way into the
phone and the matter was dropped (Blum,
2018; Cardozo & Crocker, 2018).

In December 2019, conflicts between the
government and Apple resurfaced after a ter-
rorist shooting at Naval Air Station Pensacola
{Florida). A member of the Sandi Arabian
military in fight training at the air station,
later found to have ties with al Qaeda, killed
three people and wounded eight others with
a handgun before being killed by responding

© 2020 JDFSL



Cryptography

JD¥SL Vi5N3

authorities. Law enforcement wanted to gain
access to two of the assailant's phones, an
iPhone 5 and iPhone 7. Atforney General
William Bait requested Apple's assistance
in unlocking the phones and Apple, as in
the past, refused the government’s request.
A.G. Barr was very public in his displeasure
that Apple would not assist in this case while
Apple made it clear that they had assisted
the governnient in substantive ways, includ-
ing responding rapidly to their requests and
turning over several terabytes of data; Apple
merely would not unlock the phones (Feiner,
0020; Lucas, 2020). Eventually, the FBI was
able to break into the phoiies and although
they opined that Apple’s assistance earlier on
would have been helpful, they did not addvess
what new type of information was recovered
(Brewster, 2020).

In early 2020, the U.S. Senate introduced
the Eliminating Abusive and Rampant Ne-
glect of Interactive Technologies (EARN IT)
Act of 2020. While the umbrella mission "To
establish a National Commission on Online
Child Sexual Exploitation Prevention.." is
noble, the Trump Administration’s publicly
stated rationale is because child predators
use virtually unbreakable encryption (5.3398,
9020). Of course, so do terrorists and ¢rimi-
nals, as well as journalists, political activists,
victims of domestic abuse, and other ordinary
citizens. While the EARN IT Act does not
specifically address encryption, it provides a
clear path for the government to force con-
terit platforms to eliminage its use (Newman,
2020; Pfefferkorn, 2020).

Section 230 of the Communications De-
cency Act (CDA) holds Internet social media
services, such as Facebook and Twitter, im-
mune from liability for the content on their
unmoderated platforms, Thus, if Party A de-
fames Party B on Facebook or Twitter, Party
B can sue Party A but cannot sue Facebook
or Twitter (47 U.S, Code §7230, 1996). With-
out Section 230 protections, it is unlikely that
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social media platforms would exist as they
do today (for good or for bad).

The BARN I'T Act would remove Section
030 immunity unless social media and other
content-hosting platforms comply with a set
of guidelines that would be created by an
unelected National Commission and could be
changed unilaterally at the whim of the U.s.
Attorney Gengral. Furthermore, these guide-
lines are not laws or rules that go through
any legislative or formal rulemaking process,
although compliance with them provides im-
munity to the provider (Pfefferkorn, 2020).
Clearly, this approach provides a way %0
incent — or cosrce — platforms to do what
the Government wants them to do (Cope,
Mackey, & Crocker, 2020).

A threat to the use of end-to-end encryp-
tion is not explicit in the BARN IT Act; in
fact, the only mention of the word "eryptog-
raphy" is to require that two members of
the National Commission be knowledgeable
about the subject (S.3398, 2020). But the
potential is there for the commission to de-
cide to limit the immunity of a piatform that
employs end-to-end encryption (Pfefferkorn,
2020). It might also require content providers
o examine the content being posted, which
would not only bypass the use of encryption
but would also make the confent provider
an agent of the state without a search war-
rant (Cope et al., 2020). At the time of this
paper’s submission, the bill is under consid-
eration by the Senate (Ng, 2020).

5. CONCLUSION

Even before the shooting in Pensacola, the
Apple-FBI conflict had re-energized the de-
bate about the government’s need and ability
to get past strong encryphion. Once again,
discussion gtarted about requiring manifac-
turers to install backdoors in all encryption
products or on ways to ban end-to-end en-
cryption. While this is an idea that might
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sound good on paper — as it did two decades
earlier — it is impossible to implement cryp-
tographic backdoors without weskening the
overall security of any product (Abelson et
al,, 2016). Many practical issues crop up, as
well, including (Claburn, 2019):

1. Who determines who the Good Guys are
that get access to the backdoor features?

2. How would use of the backdoor bhée con-
trolied?

3. How would access to the backdoor ever
be rescinded?

But is this not the same idea that the gov-
ernment posed — and the marketplace rejected
— in the 19905 with Capstone (IEEE, 2018;
Stepanovich & Karanicolas, 2018; Young &
Yung, 1996)7 And, yet, it seems to remain
an attractive idea to governments; as recently
as June 2019, senior members of the Trump
administration were exploring potential leg-
islation to crack down on end-to-end encryp-
tion (Abel, 2019; Claburn, 2019). Indeed,
U.S. Attorney General William Barr and offi-
cials in Australia and the UK. have warned
high-tech companies that continued use of
strong end-to-end encryption could result in
stronger regulations and laws limiting such
use ("Attorney General”, 2019). Interest-
ingly, the European Union Agency for Cy-
bersecurity (ENISA) and Europol released
a joint statement in 2016 calling for mecha-
nisms to circumvent commercial encryption
methods although they acknowledged that
weakened cryptography was not the correct
forward path (*On lawful", 2016).

A cryptographic backdoor is a slight veri-
ant, on klepfography, the "..study of steal-
ing information securely and subliminally®
(Young & Yung, 1997, p. 63). Unlike a
backdoor that weakens a crypto algorithin,
Kleptography refers to an attack.on a cryp-
fosystern from within, Consider this exam-
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ple: Imagine a trusted, black box cryptosys-
tem that generates PKC key pairs. Presum-
ably, the private key cannot be derived from
the widely-distributed public key. Suppose
that a trapdoor function — called a Secretly
Embedded Trapdoor with Universal Protec-
tion (SETUP) — is embedded into the cryp-
tosystem that allowed an attacker to access
or derive the private key from the public
key by weakening the key generation pro-
cess (Esslinger, 2013; Young & Yung, 1996,
1997). For a practical application of klep-
tography, consider Kdwards Snowden'’s rev-
elation in 2013 that the NSA deliberately
weakened NIST pseudo-random number gen-
erator (PRNQ) standards, the methods at
the very heart of generating secret keys and
public key pairs (Zetter, 2013}.

This paper poses several questions ahout
reconciling personal privacy with the legiti-
matbe needs of the state to conduct investiga-
tions. This paper is not intended to answer
those questions but to inform the debate.
Other related questions might include:

1. Were any of ug — as citizens and con-
strners — ever asked what we wanted, in
terms of strong encryption?

2. Is the need for an individual's personal
privacy superior to the State’s need to
investigate crimes?

3. Do we alter the government'’s dudy to
provide security with the implementa-
tion of processes that could biock tools
used to reach that objective?

4, Is the subjective expectation of privacy
when using encryption so absolute thet it
meets the "objectively reasonable" test?
In particular, does society agree?

.- How did we manage for the last 230 years
without this level of protection from the
State?
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6. Who gave Apple, Google, et al. the right
to have unilaterally made the decision
about use of strong cryptography with-
out an informed debate?

7. How do we resolve conflicts between the
protections of two amendments?

The evolution of technology has always
moved faster than the legislative process and
the. fact that both use a different vernacular
does not help int the mutual understanding
necessary for the implementation of good
laws and regulations (Kessler, 1999). Society,
however, cannot address these questions if
we are not having the discussion, We cannot
move forward toward any type of solution if
the various stakeholders continue to hold on
to decades-old argumentg; our way of think-
ing about this topic must evolve since neither
technology nor the law can afford to stand
still,

In June 2020, the Lawful Access to En-
erypted Data (LAED) Act was introduced in
the U.S. Senate (Bradbury, 2020; Committee
on the Judiciary, 2020; Franceschi-Bicchieral,
9020; 8.4051, 2020). Legislators are again
insisting that technology companies insert
eryptographic backdoors into their products
and requires similar backdoors in any plat-
form supporting end-to-end encrypiion, so
that they can comply with search warrants.
The debate continues. ‘
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Privacy Jssues and the law Tineline Issues and events
2600 BCE  Wrlting appeats
1000 BCE  Secret writing appears
U.5. Constitution ratified 1780
Bill of Rights ratified 1791
"The Right to Privacy” 1896
1914-1018  Cryptography in WW I
Olmstoad v. U.S. 1928
1930-1845 Cryptography in WW II
1948 Cryptography classified as a munition
Katz v. U8, 1967
1969 Advanced Tesearch Projects Agency Network (ARPANET)
Fisher v.. U.S, 1076 PKC concept described
1977 DES released
1078 RSA described
Smith v. Maryland 1979
1986 National Science Foundation Network (NSFNET)
Electronic Communications Privacy Ach 1986
Doe v. U.S. 1988
1991 PQP released on the Internet
Commercialization of the Internet
1093 BT starts Zimmermann investigation
Capgtone program proposed
1995 Zimmermasn receives EFF Pioneer Award
SSL introduced
1996 FBI closes Zivmmermann investigation
Capstone project dead
EO 13026 released
Blaze et al.: "56-bit keys are dead"
1997 NIST starts ARES. process
"Kleptography" defined
1008 EFF Deep Crack chip: "DES is dead®
U.8. v. Hubbell 2000 Commerce Dept. reclassifies dryptography
%001 ABS adopted ‘
2003 FileVault {home directory} released
2004 TrueCrypt and plausible denighility released
U.8. v. Boucher 2008
2011 FileVault 2 (fall volume) released
In Re Grand Jury Subpoena U8, v, Fricosn 2012
013 Snowden revelations about NSA
Commonwealth v. Gelfgatt 2014 Andreid 5.0 introduces defankt sncryption
Apple i08 8 introduces defeult encryption
20156 San Bernardino terrerist shooting
State of Florida v. Stahl 016 FBI versus Apple
U.S. v, Apple MacPro Computer 2017 Crypéo hackdoars back in public discussion
G.AQ.L. v. State of Florida 2018
.5, v. Spencer
‘Beo v. State
Commonwaalth v. Jones 2018 NAS Pensacola terrorist shooting
SCOTUS denies certiorari in Jones
EARN IT Act introduced in U.S, Senate 2020

LAED Act introduced in U.S. Senate -
Seo v, State upheld
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Federal Intelligence Surveillance Court (FISC)

The Foreign Intelligence Surveillance Court (FISC) was established in 1978 with the enactment
of the Foreign Intelligence Surveillance Act (FISA). The original act has been amended many
titnes since its original enactment, The make-up of the court and the many of the rules by which
it operates are codified in the U.S. Code at 50 U.S.C. §§ 1801-1885¢. This specialized Article I
court réviews government applicatio'ns to conduct electronic surveillance for domestic foreign
intelfigence purposes.

Structure of the Court

The Clourt itself is scated in Washington D,C,, and is currently composed of eleven federal
district court judges who have been designated by the Chief Justice of the United States for this
additional assignment, No Senate confirmation for this additional duty assignment is required.
Hach judge on the FISC serves for a maximum of seven years and may not be re-designated. The
terms of the judges are staggered in order to ensure the continuity of the Court; one judge is
designated by the Chief Tustice as the “presiding judge” and handles various administrative
duties of the Court, such as assigning matters to the judges of'the court, Pursuant to federal
statute, the judges must, at all imes, represent at least seven of the U.S, judicial circuits,
Additionally, three of the judges must reside within 20 miles of the District of Columbia.
Typically, each week one of the designated judges sits on the FISC in Washington, on a rotating
basis, Most of the Court’s work is handled by that duty judge and the support of attorneys and
the personnel from the clerk’s office. The more complex ot time-consuming matters are assigned
outside the duty-week system by the presiding judge

Seerecy

The FISC is unique in that, contrary to typical courts of law, much of this court’s work is
conducted in secrat, As the name provides, this court is responsible for reviewing government
applications for surveillance and other investigative activities relating to foreign intelligence
collection, In addition, orders of the eourt, inclading those which entail the court’s legal analysis,
often contain highly sensitive information. The release of such information could be damaging to
national secutity, Documents which do not contain classified material and those which the FISC
has deemed safe for dissemination can be found on the FISC’s website at

http:/fwwer fisc,uscourts,gov/,

For security reasons, the FISC has its own clerk of court who is responsible for the re{_;ord
leeping, filings, and conventional duties of a court’s clerk, All of FISCYs staff must possess and
maintain security clearances commensurate with their individual responsibilities.

Practice before the Court

Attorneys must be licensed and a member, in good standing, of a U.5, district or circuit court. An
exception is made in that an attorney who is employed by and representing the U.S. or any of'its
agenciss in a FISC matter may appear before the Court regardless of federal bar membership, All
attorneys appearing before the FISC must have secutity clearances appropriate to the case and

3




information involved, Parties other than the government must provide information regarding
their security clearances in their initial submissions to the court, The non-government litigants
who have the right to challenge a FISC order are individuals and companies who have been
ordered to furn over information regarding & particular target,

In June of 2015, both FISC and its court of review were mandated by statute to jointly designate
no fewer than five individuals to be eligible fo serve as amicus curiae, also known as friends of
the court. The duty of the ainicus curiac is to assist the court in the consideration of any filing
that, in the opinion of the court, presents a novel or significant interpretation of'the law.
Additionally, amicus curiae may be appointed to provide technical expertise, In order to be
considered eligible for designation, a person must be one who possess expertise in privacy and
civil liberties, intelligence collection, communications technology, or any other area that may
lend legal or technical expertise to eitherthe FISC or the FISC comt of review, Like the
attorneys who appear before the cowurts, amicus curiae must be eligible for access to ¢lassified
information necessary to participate in matters before the courts, if such access is necessary to
participate in the matters in which they may be appointed.

Matiers Presented to the Court

AN FISA orders are reviewed by this special court, There are four means of requesting relief
from the FISC: by application, by certification, by petition and by motion. Anr application is the
most commonly used filing document when the government seeks to conduct domestic foreign
surveillance pursuant to federal statutes. The government may also, when targeting non-U.S.
persons reasonably believed to be located outside the United States, file a certification, Parties
may file petitions with the court when seeking 1o review a production or non-disclosure order
issued by the cowrt or for review of enforcement of a directive, For example, an electronic
communications service provider who has received a directive may file a petition to modify ot
set aside the directive; the goverament could file a petition to combel eompliance with a
directive where such compliance has not been forthcoming in accordance with the directive. A
party seeking another type of relief must do so by filing a motion, The FISC hag jurisdiction to
hear applications for, and issue orders authorizing, four traditional FISA activities: electronic
surveillance, physical searches, pen/trap surveillance, and compelled production of tangible
things. In addition, the FISC has jurisdiction to review the government's targeting and
minimization procedures related to programmatic surveillance certified under Section 702 of the
FISA Amendmesnts Act of 2008,

Pursuant to statutory authority, the FISC entertains applications submitted by the U.S.
government and its agencies for approval of electronic surveillance, physical searches, and other
investigative actions condueted for foreign intelligence purposes. In most eircumstances, the
govermment submits a proposed application, sometimes referred to as a “read copy,” to the FISC
no later than seven days prior to the government seelding to have the mattei entertained;
applications for bulk collection are typically filed more than one weelk in advance in order fo
allow for more exacting review using this same procesg, Upon receipt, someone from the Court's
legal staff reviews the application to evaluate whether it. meets the legal requirements under the
statute, After discussion with the government about the application, a written assessiment is
prepared by the court’s attorney. This assessment is given to the duty judge for the week: The



judge will review both the application and the legal staffs evaluation. A preliminary decision
will be made by the judge regarding the course of action to be taken, Possible action include:
apptoval without a hearing; imposing conditions on the approval, seeking additional information;
or deciding a heating is required prior to ruling. The judge’s preliminary deeision is conveyed to
the government which can they proceed by providing additional information, filing a final
application, ot filing & final application with amendments; the government could also decide not
o file a final application after learning the judge intends to deny it.

Tf the judge decides to deny the application, the judge must mmediately prepare a written order
denoting each of the reasons for the denial. In practice, the methodology of the process of
application and review is similar to that utilized by other federal courts in their consideration of -
applications for wiretap orders under Title TIT of the Omnibus Crime Control and Safe Streets
Act, codified at 18 U.S.C. §§2510-2522.

The process for addressing what is commonty referred 10 as Section 702 applications, see 30
U.8.C. § 18814, the process differs, but is based in large patt on the statutory requirements set
forth in the Code, The statute requires that, ptior to implementation of such an anthorization,
hoth the Attorney General and the Ditector of National Intelligence must provide the FISC with
o written certification. The court the reviews the certification not later than 30 days after the date
upon which the certification is submitted. Similar to the other process, a read copy is submitted
and reviewed by coutt staff, recommendations for changes are made

JFox Parte Communications

Th addition to being conducted in secret, most of the Court’s work is also conducted ex parie,
meaning with only one side presenting information to the court. This aspect of the court is both
required by statute and based upon the need to protect classified national security information.
As part of the review process, the court’s attorney will often have multiple conversations with
the government’s attorney 1o seel additional information and/ot discuss concerns with the
application, As stated above, this is sirnilar to the process employed in the federal courts when
addressing applications for wiretap orders. A typical interaction would include telephone
conversations on secure lines wherein the coutt staff asl the government questions regarding the
legal and factual elements of the application or submission, Additionally, the FISC, pursuant to
statute and thé procedural rides, holds hearings in which the judge assesses the infotmation
needed to make a fair determination on the matter at liand. Hearing ave attended by, ata
minimue, the attorney from the Department of Tustice who ptepared the application and a fact
witness from the agency seeking the authorizhtion of the court, Topics of the hearings will
generally include the court seeking additional information on additional facts to justify the
government's belief that the application is warranted, additional information on minimization
procedures, dny prior implementation of a cowt order, and/or information gbout a novel issue of
law or new fechnology. It is standard procedure for the court to seek such informationina fair
majority of casés.

Clourt Ovders




If the FISC judge determines that the final application has met all the statutory requirements and
should be granted, the judge must issue an order approving the surveillance or search, Pursuant
to statute, the order mmst describe the target, the information sought, the means of acquiring the
information, and the period of time the ordet covers,

If'a judge denied a final application of the government, that judge must provide a written
statement providing the reasong for its ruling, The author of an opinion, order or other decision
may, either on their owsn or pursuant to a party, request the publication of the document, Upon
such a request, the other judges are consulted, Prior to publication, the FISC may direct the
Executive Branch to review the document and redact it as necessary to ensure that properly
classified material is protected, Since the enactment of the FREEDOM Act, the Ditector of
National Intelligence (DNI) is responsible for reviewing each FISC order or opmmn to determine
whether it “ineludes a significant construction or interpretation of any provision of taw.” Tf so, it
must be made public “to greatest extent practicable,” When necessary to protect national
security, however, the office of the DNI may release a summary of the order or opinion,

En Bane Proceedings

Pursuant to statute, the FISC may sit en banc, wherein the entire FISC membership sits to hear a
case. The court only orders or grants such a determination where it deems it necessary to secure
or maintain the uniformity of the court’s decisions, or where the case presents an issue of
exceptional importance.

Toreign Intelligence Surveillance Court of Review

The Foreign Intelligence Sugveillance Court of Review (PISCR) was established in 1978 in the
same bill which created the FISC. As the FISC does, the review court sits in Washington D.C,
The review court is composed of three fedetal district coutt or appeals colut judges who are
designated to sit in that capacity by the Chief Justice of the United States Supreme Court. The
purposed of this court is to review the decisions of the Foreign Intelligence Surveillance Court,
much in the same way the foderal cirouit courts of appeal review decisions of the federal district
court,

The clerk which handles the matters of the FISC also takes care of the review court’s filings and
docket. In order fo appeal a FISC decision to the review court, a party must file a petition of
review with the cletk no later than 30 days after the entry of the decision or order for which
review is sought. If necessary, the U.S, Supreme Court can, in certain circumstancss, review
FISCR decisions.

Arn Phillips

Further Reading

50U.8.C. §§ 1801-1885¢

https://fas.org/irp/agency/doj/fisa/frept



http://www,ﬁsfo.usjcom'fS'.g.o_iv/

Reagan, Robert Timothy, “Foreign Infelligence Sutveillarice Aet Litigation” Jurisdiction of the.
Federal Couts | Federal Judicial Contes, 26 Sept, 2016, www.flc.gov/content/305810/foreign-
intellipénde-sirveillance-act-litigation,

Nolan, Andrew and Thempson 11, Richard M,, CRS Report R43362; Reform of the Foreign
Intelligence Surveillance Cousts: Procedural and Operational Changes. 16 Jan., 2014,
httos://‘digitahomm()ns‘ih'.somell.edu/q_szi/vievvcontent,cgi?1'ef“ererﬂhttns:/lww.gao gle.corh/&htt
gsiedi'r:l'&articief=223S&c:mitcx-txkev workplace

See Also




Foreign Intelligence Surveillance Act of 1978

History .

The Foreign Intelligence Surveillance Act (FISA or the Act) was sighed into law by President
limmy Carter on October 25, 1978. The catalyst for the Act was of a series of revelations
starting in the 1950s and continuing through the 1970s regarding various warrantless
surveillance activities of federal and state law enforcement agencies, national security
organizations, and military intelligence. The multiple disclosures of abuses led to congressional
hearings, often referred to as the Church Committee hearings, named after Senator Frank
Church, who headed one of the Senate committees conducting the investigations, Also, the
United States Supreme Court weighed in on domestic terrorist activity in United States v. U.S.
District Court, 407 U.S. 297 (1972). This case is often referred to as the Keith case, 50 after
Judge Damon Keith, the federal district judge in the lower court. it remains an Important case
addressing the extent to which the President, acting in the interest of national security, may
authorize warrantless electronic surveillance of persons within the United States,

The Code

FISA is codified, as amended, at 50 U.S.C, §§ 1801-1885c, The Act is comprised of seven
subchapters, each addressing a particular aspect of foreign intelligence surveillance. The
subchapters include electronic surveillance {§§ 1801-1813); physical searches (§§ 1821-1829);
pen registers and trap and trace devices for foreign intelligence purposes {§§ 1841-1846);
access to certain business records for foreign intelligence purposes (§§ 1861-1864); oversight
(§§ 1871-1874); additional procedures regarding certain persons outside the United States (§§
1881-1881g); and protection of persons assisting the government (1885-1885c¢). Additionally,
the Act created the Foreign Intelligence Surveillance Court {FISC) and the Foreign Intelligence
Surveillance Court of Review to oversee requests for surveillance warrants by federal law
enforcement and intelligence agencies.

The intent underpinning FISA was to allow the continued collection of national security
intelligence while preserving the civil liberties granted by the Constitution, Congress recognized
the need to distinguish foreign intelligence gathering from surveillance for law enforcement
purposes, Where many peopie get confused is by the term "foreign.” As relating to this Act, the
term "foreign" generally refers to the target rather than the location. Electronic survelllance
and physical searches of an entity that does not fall within the definition of a "foreign power” or
an "agent of a foreign power" are governed by Title Il and Federal Rule of Criminal Procedure
41.

in broad terms, the Act gives each branch of our natienal government some role in regulating
foreign intelligence. The Act establishes the process for the government (executive branch) to
obtain surveillance warrants for gathering intelligence within the U.S. for foreign intelligence
and/or foreign counterintelligence, as well as creating the court system (judicial branch) with
judicial review of the process, Additional oversight rests with Congress (legislative branch).



Amendments

The Act has been amended numerous times since its enactment. Significant amendments
include the USA PATRIOT Act; Terrorist Surveillance Act of 2006; Protect America Act of 2007;
FISA Amendments Act of 2008; FISA Amendments Act Reauthorization Act of 2012; USA
FREEDOM Act of 2015; FISA Amendments Reauthorization Act of 2017. An additional
amendment, the USA FREEDOM Reauthorization Act of 2020, has been passed by both houses
of Congress and is currently in the process of being reconciled. If the 2020 amendment
becomes law, it will reauthorize FISA provisions relating to intelligence gathering and amend
FISA-related provisions; the amendments would expire December 1, 2023.

Ann Phillips
Further Reading
50 U.5.C. ch.36

https://fas.org/irp/agency/doi/fisa/
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Tallman, Richard C. and Culbertson, Tania M., 2019 James R. Browning Distinguished Lecture in
Law, "Holding the Delicate Balance Steady and True." The History of FISA 's Grand Bargain, 80
Mont, L. Rev. 137 (2019).
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COURSE PROPOSAL

| Viewing: BA 225 : Business Law

Primary Campus
Daytona Beach

DB College
Daytona College of Business

DB Department
Management, Marketing and Operations Department

Course Level
Undergraduate

Course Prefix
BA

Course Number
225

Course Title
Business Law

Description

Course Description

This course is an overview of the law as it pertains to business relations and business transactions. Areas covered include procedure;
torts: criminal taw and procedure; constitutional law; adminlstrative law: contracts; agency; real property; personal property; wills;
trusts and estates; insurance law; employment law; commercial fransactions; secured transactions; creditor/debtor law; and
negotiable instruments. Areas of the law applicable to the aviation industry will also be covered,

Hotirs
Credit Hours
3

Components
|eciure

Goals

Course Goals .
This course is designed to acquaint the student with the legal setting of business, as welt as s relationship to one’s personal affairs,

in a meaningful, accurate and interesting manner, 1 contributes to the overall objectives of the above-cited management degree
programs and should be taken prior to enraliment in the 400-level courses.

Qutcomes

Instructions: Use the Green Plus (¥) sign to add each learning outcome on a separate row, with a period at the end
of each sentence.

Learning Qutcomes - DB

Outcome

1 Recognize the role and importance of the legal environment of business and how law affects both business and sociely
in conducting commercial transactions.

2 Discuss the nature and role of jurisdiction over subject matter, property, and locations,

3 Explain the role, nature, history, and operational functions of various federal and state courts in the American

Jurisprudence system,
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EMBRY-RIDDLE Course Proposal

Agronautical University.

Describe the major differences existing hetween private wrongs and public crimes as they affect the business
COMMUNity,

Recognize the nature, formation, and classification of contracts and explain the role of the basic elements for a legally
valid contract to exist.

Assess the legal problems of genuineness of assent and what cendition must prevail in order for a contractual offer to
be null and vold relative to absence of genuineness.

Explain how the statute of frauds rule functions and the affects of the parol evidence rule refative to written contracts
required under statute of frauds rule,

Explain the rights of assignment, delegation, and third party beneficiary contracts as they affect business including
remedies available for breach and their discharge.

Analyze cornmercial problems dealing with sales contracts from the standpoint of issues, causes, and potential
solutions when performance is incomplete and a breach of contract develops,

Explain the role and operational characteristics of watranty of titles, express warranty, warranty of merchantability
and fitness for a particular purpose and implied warranty gealing with prior course of dealing including role of product
liability for manufacturers,

Describe the role of personal property relative to property rights, and the elements of baifment and how they function in
different bailment situations.

Learning Outcomes - University MCO

Outcome

Z
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11

Recognize the role and importance of the legal environment of business and how law affects both business and society
in conducting commerciai transactions.

Discuss the nature and role of jurisdiction over subject matter, property, and locations,

Explain the role, nature, history, and operational functions of various federal and state courts in the American
Jurisprudence system.

Describe the major differences existing between private wrongs and public crimes as they affect the business
community.

Recognize the nature, formation, and classification of contracts and explain the role of the basic elernents for a legally
valid contract to exist,

Assess the legal problems of genuineness of assent and what condition must prevail in order for a contractual offer to

be null and void relative to absence of genuineness.

Explain how the statute of frauds rule functions and the affects of the parol evidence rule relative to written contracts
required under statute of frauds rule,

Explain the rights of assignment, delegation, and third parly beneficiary contracts as they affect business including
remedies available for breach and their discharge,

Analyze commercial problems dealing with sales contracts from the standpoint of issues, causes, and potential
solutions when performance is incomplete and a breach of contract develops.

Explain the role and operational characteristics of warranty of titles, express warranty, warranty of merchantability
and fitness for a particular purpose and implied warranty dealing with prior course of dealing including role of preduct
liability for manufacturers,

Describe the role of personal property relative to property rights, and the elements of bailment and how they function in
different bailment situations,

Proposal Details

Cost

Impact

Additional information

Key. 703
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Aeronautical University.

COURSE PROPOSAL

Viewing: CYB 465 : Cybercrime and Cybetlaw
Primary Campus
Daytona Beach

DB College
Daytona College of Arts & Sciences

DB Department
Security Studies and International Affairs Dept

Course Level
Undergraduate

Course Prefix
cvB

Course Number
465

Course Title
Cybercrime and Cyberlaw

Description

Course Description

Types of criminat behavior in cyberspace, such as identify theft, white coflar crimes, fraud, child sexual exploitation, intellectual
property theft, and online scams. Laws governing cyberspace, defining criminal activity and guiding [aw enforcement investigations;
u.s. decisional law guiding search and sefzure of digital devices and information; international laws related to computer crime and
privacy.

Hours

Credit Hours

3

Components
Lecture

Prerequisites - Enforced
CYB 235;

Goals

Course Goals
This course introduces students to different types of crimes that can be perpetrated on the fntemnet. It will demonstrate how digital

devices can be the Instrument, record keepey, or victim of criminal activity, and provides an understanding of the legal protections and
guidelines in cyberspace.
Outcomes

Instructions: Use the Green Plus (+) sign to add each learning outcome on a separate row, with a petiod at the end
of each sentence.

Learning Qutcomes - DB

Cutcome
1 Explain what cybercrime is and the scope of the problem in today's society. _
z Characterize different ways in which individuals attack cyber systems and differentiate between the motives of different

types of hackers.




9
10
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Differentiate different ways in which cyber-based financial fraud and identity theft can be perpetrated and the ways in
which individuals and organizations can stay (relatively) safe,

Examine the many ways in which chitd sexuat exploitation has been enabled by the internet and the societal and law
enforcernent response to these types of crimes.

Outline the metheds used by a c_yber stalker or cyberbully.

Examine the different ways in which intellectual property can be stolen in cyberspace, the cost to society, and the ethical
issues of &quot;information wants to be free&quot;.

Construct & typolegy of those that perpetrate cyber-based crimes.

Examine the laws in the U.S. that apply to cybercrime and that provide guidance to ISPs, organizations, law enforcement,
and the courts.

A?p%y 1).S. laws as they pertain to privacy of information in cyberspace, and the seizure and search of digital devices.
identify major components of international law that applies to cyberspace and privacy.

L.earning Outcomes - University MCO

Outcome

8

9
10

Explain what cybercrime is and the scope of the problem in today's society.

Characterize different ways in which individuals attack cyber systems and differentiate hetween the motives of different
types of hackers.

Differentiate different ways in which cyber-based financial fraud and identity theft can be perpetrated and the ways in
which individuals and organizations can stay (relatively) safe.

Examine the many ways in which child sexual exploitation has been enabled by the Internet and the societal and law
enforcement response to these types of crimes.
Outine the methods used by a cyber stalker or cyberbully.

Examine the different ways in which intellectual property can be stolen in cyberspace, the cost to society, and the ethical
issues of &guotiinformation wants to be free&quot;,

Construct a typology of those that perpetrate cyber-based crimes,

Examine the laws in the U.S. that apply to cybercrime and that provide guidance to ISPs, organizations, law enforcement,
and the courts,

Apply U.S. laws as they pertain to privacy of information in cyberspace, and the seizure and search of digital devices,
Identify major components of international law that applies to cyberspace and privacy.

Proposal Details

Cost

Impact

Additional Information

Key: 1605
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HSI 110: INTRODUCTION TO HOMELAND SECURITY

Viewing: HS! 110 intraduction to Homeland Security

Formetly lmown as: HS 110
Last approved: Wed, 16 Feb 2022 09:00:41 GMT

Last edit; Tue, 15 Feb 2022 15:21:36 GMT

Proposer(s) information
First Name Last Name Title ' Email

Ann Phillips Program Coordinator for H3 phitlal 5@erau.edu

Primary Campls
Daytona Beach

Anticipated effective date for your proposal:
05/01/2022

DB College
Daytona College of Arts & Sclences

DB Department
Security Studies and International Affairs Dept

Course Level
Undergraduate

Course Prefix
HS1

Couise Number
110

Course Title
Introduction o Homeland Security

Is this a Gen Ed course?
No

Detailed Description of Proposed Change
Change prefix to HS!
Update course description, goals, and fearning outcomes to comply with new APG5 guidance.

Description

Course Description

Introduce the rultidisciplinary approach to protecting and defending Ametica. Knowledge domains of intelligence, emergency
management, law and policy, critical infrastructure and resilience, strategic planning and decision-making, terrorism, cyberspace,
human and enviranmental security, risk analysis and management, and professionalism.

Hours
Credit Hours
3

Components
Lecture

Lecture Hours per weel
3
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Teaching Disciplines

Civics / Computer Science / Computer Technolagy / Criminal Justice / Criminology / Cyber Security / Econormics / Emergency
Management / Foreign Affairs / Fareign Services / Forensics / Geography / Government / Health Services Research / History /
Homeland Security / Intefligence Studies / Inteinational Affairs / international Relations/ Law / Military Technologies / National
Security / Political Science / Politics / Population Health / Public Health / Public Policy / Public Policy Administration / Safety
Management / Seclity / Security Management / Security- Services / Social Science / Sociology / Styategic Studies / Terrorism
Studies / Transportation Logistics .

Related Disciplines
Business Administration / Law Enforcement /

Goals

Course Goals

To introduce students to the enterprise, infrastructure, risks, goals, and challenges of hemeland security and intelligence in the
United States today as well as the structure and opportunities of the homeland security and intelligence program at Embry Riddle
Aeronautical University (ERAU).

Qutcomes

Instructions: Use the Green Plus {+) sign to add each fearning outcome on a separate row, with a period at the end
of each sentence.

Learning Outcomes - BB

Outcome
1 Hlustrate the main functions and components of the U.S. Department of Homeland Security.
2 identify the structure, faws, acts, policy, and regulatory authority for homeland security and intelligence.
3 Summarize the domains that characterize homeland security such as emergency management, law and palicy, critical

infrastructure and resilience, strategic planning and decision-making, terrorism, cyberspace, human and environmental
security, risk analysis, and professionalism.

4 Describe the intelligence function and relationship to homeland security,

Learning Qutcomes - University MCO

Outcome
1 [llustrate the main functions and components of the US Department of Homeland Security.
Identify the structure, laws, acts, policy, and regulatory authority for homeland security and inteiligence.
3 Surnmarize the domains that characterize homeland security such as emergency management, law and palicy, critical

infrastructure and resilience, strategic planning and decision-maldng, terrorism, cyberspace, human and environmental
security, risk analysis, and professionalism.

4 Describe the intelligence function and refationship to homeland security.

Proposal Details

Deseribe the need and rationale for the modifications proposed.

tUpdates prefix to reflect the new degree and program tiile

Brings current the course description, goals, and learning outcomes to comply with new APGS guidance
What programs accept this course as an elective?

Affected Programs

DBSSO - B.S. in Space Operations

Cost

Provide a detailed cost estimate for the proposed course.
No costs wilt be incurred with this proposat
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Aegronautical University.

Impact

Specify which programs will be affected by this propoesed change.
Affected Programs _

DBSHSI - B.S. in Homeland Security and Intelligence
DMHOMESEC - Homeland Security '

DBSCS - B.S. in Computer Science

DBSSO -B.S. in Space Operations

Specify effect on facilities and equipment.
There will be no impact on facilities

Additional Information
Key: 2373 '

History

1. Feh 16, 2022 by Ann Phillips {philial5)
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HS 280: PROFESSIONAL SKILLS IN HOMELAND SECURITY

Course Deactivation Proposal

Viewing: HS 280 : Professional Skills in Homeland Security
Last approved: Fri, 04 Mar 2022 09:00:41 GMT

Last edit; Wed, 15 Sep 2021 13:01:29 GMT

Justification for this deactivation request

This course used to be part of the core of the B.S. in Homeland Security at the DB campus. When the DB program was updated, this
class was removed from the DB cote. It wili remain in the WW HLSD core. Neither program will be impacted by this course being
deactivated on the DB campus.

Teach out Plan

Nogie, Most DB students whe required this class have graduated. Those who have not graduated take HS 220 - National Security
Enterprise as a course substitute.

Ptan for Student Notification
Any remaining students will be notified in advising, both through professional advising and faculty advising.

Proposer{s) Information
First Name Last Name Tile ' Emait
Ann Phillips phillal5@erau.edy

Primary Campus
Daytona Beach

Shared Campuses
Worldwide

Anticipated effective date for your proposaf:
05/01/2022

DB College
Daytona Coltege of Arts & Sciences

DB Department
Security Studies and International Affairs Dept

Course Level
Undergraduate

Course Prefix
HS

Course Number
280

Course Title
Professional Skills in Homeland Security
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General Education Information

1. Lower level courses: First-year courses are foundation courses. They are wide-ranging, multidisciplinary
overviews providing students with extensive opportunities to practice reading, research, and writing skills,
Humanities, arts, social and natural science courses, particularly, should be broadly representative, Skills
courses in mathematics, computer sciencefinformation technology, and physical and life sciences provide sirong
foundations for courses that follow them in the discipline.

2. Upper-level courses are broadly representative of a discipline or disciplines. Approved upper-level social science
courses, for example, broadly study human experience, human society, and/or individual relationships in and to
society. For example, history and geography courses address a broad swath of a period or region.

*Remermber that course content and asslgnments should be include, but not limited to, research papers, projects, substantial creative
projects, laboratory reports, mathematical analysls, etc. ‘

Description

Course Description
Prepare students to seek and win internships. Personality evaluations, cover letter and resume preparation, interviewing skilis, Ethics
and professionatism in homeland security. Prerequisite is sophomore standing,

Criteria for General Education

Hours
Credit Hours
3

Components
Lecture

Prerequisites - Enforced
Sophomare standing;

Goals

Course Goals
This course introduces students to several skills that will assist their transition from a studen! to a professional and to begin a career
in hemeland security,

Outcomes

Instructions: Use the Green Plus {+) sign to add each learning outcome on a separate row, with a period at the end
of each sentence.

Learning Outcomes - DB

Dutcome _

Measure and understand basic personality types,

Measure and understand a preferred conflict resolution style,

Discuss and relate the main characteristics of personality and conflict resolution style to career development.
Create a web page that can be used to advertise and marlet an individual.

Learn how 1o write a cover letter and resume and to tie them'toqether.

Learn interviewing skills.

Gy 4w W N —

Learning Outcomes - University MCO
Qutcome
1 Measure and understand basic personality types.
2 Measure and understand a preferred conflict resolution style,
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Discuss and retale the main characteristics of personality and conflict resolution style to career development.
Create a web page that can be used to advertise and market an individual.

Learn how to write a cover letter and resume and to tie them together.

Learn interviewing skills.

ot W

Reviewer Comments
Taylor Mitchelt (mitcht15) (Wed, 15 Sep 2027 03:01:16 GMT): Rollback: Caurse Description: N/A Goals: N/A Student Learning
Outcomes: Ensure SLO #1, 2, 3, and 5 only have one action verb; Avold using understand

Key: 2381

History
1. Mar 4, 2022 by Ann Phillips (philla15)
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HSI 290: INTRODUCTION TO ENVIRONMENTAL SECURITY

Viewing: HSI 290 : Introduction to Environmental Security

Formerly known as: HS 290
Last approved: Wed, 16 Mar 2022 08:00:39 GMT

Last edit: Tue, 15 Feh 2022 21:33:47 GMT

Proposer(s} Information

First Name Last Name Title " Email

Ann Phillips Program Coordinator for Homeland phillal5@erau.edu
Security

Primaty Campus

Daytona Beach

Anticipated effective date for your proposal;
05/01/2022

DB Gollege
Daytona College of Arts & Sciences

DB Department
Security Studies and international Affairs Dept

Course Leve!
Undergraduate

Course Prefix
HSI

Course Numbet
290

Course Title
introduction to Environmental Security

is this a Gen Ed course?
No

Datailed Dascription of Proposed Change

Change the title of the course to Introduction to Environmentai and Human Security to better reflect the content of the course
Change the prefix to HS3(

Update ct?tll ;se description, goals, and learning outcomes to comply with new APOS guidance and to reflect the focus on humans and
sustamability

Description

Course Description

Environmental issues related to socio-political instability around the world. Development and execution of U.S. domestic and
foreign palicy, and ulimately U.S, national security. Emerging threats to natians from environmental health issues, infrastructure
vulnerabilities, and natural resource shortages cauged by rapid industrialization, population growth, and urbanization in less
developed countries, Transnational threats from ozone depletion, deforestation, and climate change.

Hours
Credit Hours
3

Components
{ecture
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Lecture Hours per wesk

3

Prerequisites - Enforced

HSI11190;

Teaching Disciplines

Civics / Economics / Environmental Sclence / Environmental Policy / Geography / Government / Health Services Research / History /
Homeland Security / Intelligence Studies / International Affairs / International Relations/ Law / Military Technologies / National
Security / Political Science / Politics / Population Health / Public Health / Social Science / Sociology / Strategic Studies

Related Disciplines
Emergency Management / Foreign Affairs / Environmental Engineering / Enargy Policy and Climate / Human Security / Globaf Confiict

Studies

Goals

Course Goals

Develop an understanding of how diverse disciplines such as environmental health, environmentat science, meteorclogy, climatology,
international relations, homeland security, huiman security, and national security studies can come together to address some very
complex issues that have potentially global impacts, :

Outcomes

Instructions: Use the Green Plus {(+) sign to add each learning outcome on a separate row, with a period at the end
of each sentence.

Learning Cutcomes - DB

COutcome

2

Explain the destabilizing influences of environmental changes, such as reducing access to fresh water, impairing food
preduction, contributing to or causing health catastrophes, causing land losses, flooding, and population disptacement,

Identify the growing role that the natural environment plays in contributing to or causing destabilization within a country
or within a region, and how this destabilization can lead to security concerns for the U.S. and its allies.

Debate the security implications of environmental changes, such as greater potential for failed states and growth of
terrorism, mass migrations, and potential conflicts over limited resources within or between countries,

Investigate how Sustainable Development can serve as a framework for potentiai solutions to the challenges of human
nsecuriy.

Discuss how human security relates 1o socio-political insecurity specifically in the areas of economics, health,
environment, politics, food, personal, and community safety.

Learning Qutcomes - University MCO

Qutcome

Explain the destabilizing influences of environmentaf changes, such as reducing access to fresh wates, impairing food
produetion, contributing to or causing health catastrophes, causing land lesses, flooding, and popuiation displacement.

 tdentify the growing role that the natural environment plays in contributing to or causing destabilization within a country

or within a region, and how this destabllization can lead to security concerns for the U,S, and its allies.

Dehate the security implications of environmental changes, such as greater potential for failed states and growth of
terrorism, mass migrations, and potential conflicts over limited resources within or between countries.

Investigate how Sustainable Development can serve as a framework for potential solutions to the challenges of human
insecurity.

Discuss how hurnan security relates to socio-political insecurity specifically in the areas of economics, health,
environment, politics, food, personal, and community safety.

Proposal Details

Describe the need and rationale for the modifications proposed,
Updates prefix to reflect the new degree and program title,
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Brings current the course description, goals, and learning outcomes to comply with new APG5 guidance. The added leaining

objectives more specifically address/measure the human security aspects of the course,

What programs accept this course as an elective?
Affected Programs

DESHSI - 8.8. in Homeland Security and Intelligence

Cost

Provide a detailed cost estimate for the proposed course.
No costs will be incurred with this proposal

Impact

Specify which programs will be affected hy this proposed change.
Affected Programs

DBSHS! - B.S. in Homeland Security and Intelligence

Specify effect on facliities and equipment.
There will be no impact on facilities

Additional Information
Key. 2383

History

1. Mar 16,2022 by Ann Phillips (phiflal5)
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HSI 320: HOMELAND SECURITY AND INTELLIGENCE LAW AND
POLICY

Viewing: HS1 320 : Homeland Security and Intelligence Law and Policy

Formerly known as: HS 320
Last approved: Sat, 19 Feb 2022 09:00:44 GMT

Last edit: Fri, 18 Feb 2022 20:39:56 GMT

Proposer(s) Information

First Name Last Name Title Email
Ann Phillips Program Coordinator for Homeland phifla15@erav.edu
Security

Primary Campus
Daytona Beach

Anticipated effective date for your proposal:
05/01/2022

DB College
Daytona College of Arts & Sciences

DB Pepartiment
Security Studles and International Affairs Dept

Course Level
Undergraduate

Course Prefix
HSI

Course Number
320

Course Title
Homeland Security and Intelligence Law and Policy

is this a Gen Ed course?
No

Detailed Description of Proposed Change

Change prefix to HSI

Update title

Update course description, goals, and iearning outcomes to comply with new APOS guidance

Description

Course Description

Key legal, policy, and ethical issues in the context of Homeland Security and Intelfigence palicy and practice. Examine legal concepts
regarding constitutional rights of individuals, legal process, access to courts, the law of war, and national security principles as they
relate ta homeland security legislation and policy inftiatives. Legal principles of due process, habeas corpus, search and seizure,
compulsory process, and international agreements are explored. Elements of national security law, including intelligence coliection
and sharing, the Patriot Act, and military-civilian relations. Analyze recent Supreme Court decisions refating to applicable concepts
and legal principles.

Hours
Credit Hours
3
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Components
Lecture

Lecture Hours per weelt
3

Prerequisites - Enforced
HSI215;

Teaching Disciplines
Civics / Government / History / Homeland Security / Intelligence Studies / Law / National Security / Political Science / Politics /
public Policy / Security / Security Management / Social Science / Strategic Studies / Terrorism Studies

Helated Disciplines
International Affairs / international Relations / Public Policy / Public Policy Adminlstration / Law Enforcement

Goals

Course Goals :
This course introduces students to the goals and challenges of hameland security and inteligence law, policy, and legislation in the
L.S. today.

Quicomes

Instructions: Use the Green Plus (+) sign to add each tearning outcome on a separate row, with a period at the end
of each sentence.

Learning Quicomes - DB

Outcome

1 Discuss critical definitions of law as they apply to Homeland Security and Intelligence.

2 Analyze 1.S. regulatory authority (Patriot Act, HSPD's, ete.) regarding homeland security and key legislative efforts on
behalf of Homeland Security, Intelligence, and defense. o

3 Break down the interrelationships between law enforcement, intelligence, and security, and the respective roles of lacal,
state, and federal law enforcement agencies.

4 Compare core components of constitutional and international law principles and their relationship to Homeland Security
and Intelligence efforts.

5 Discuss challenges to Homeland Security and Intelligence legislation and policy posed by legal issues and evolving

notions of national security strategy.

Learning Outcomes - University MCO

CQutcome

1 Discuss critical definitions of law as they apply to Homeland Security and inteliigence.,

2 Analyze U.S. regulatory authority (Patriot Act, HSPD's, etc.) regarding homeland security and key legislative efforts on
behalf of Homeland Security, intelligence, and defense.

3 Break down the interrelationships between law enforcement, intelligence, and security, and the respective roles of local,
state and federal law enforcement agencies.

4 Compare core components of constitutional and international law principles and their relationship to Homeland Security
and intelligence efforts, .

5 Discuss challenges to Homeland Security and Intelfigence legislation and policy posed by legal issues and evolving

nations of national security strategy.

Proposal Details

Deseribe the need and rationale for the modifications proposed.
Updates prefix ta reflect the new degree and program title
Brings current the course title, description, goals, and learning outcornes to comply with new APGb guidance
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What programs accept this course as an elective?

Affected Programs

DBSCS - B.S. in Computer Science

DMHOMESEC - Homeland Security

DMUASPS - Uncrewed Aircraft Systems (UAS) Public Safety
DMAVILAW - Aviation Law

Cost

Provide a detailed cost estimate for the proposed course.
No costs will be incurred with this proposal

Impact

Specify which programs will be affected by this proposed change.
Affected Programs

DBSHSI - B.S. in Homeland Security and Intelligence

DMAVILAW - Aviation Law R
DMHOMESEC - Homeland Security

DMUASPS - Uncrewed Aircraft Systems (UAS) Public Safety

Specify effect on facilities and equipment.
There will be no impact on facilities

Additional Information

Reviewer Comments

Taylor Mitchell {mitcht15) (Thu, 03 Feb 2022 18:25:31 GMT): Since HS 110 is a prereq to HS 215, "Prereq - Enforced” only needs to be
HS 215

Key. 2388

History
1. Feb 19, 2022 by Ann Phillips {philla15)
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HSI 323: GOVERNMENT OF THE U.S.

Viewing: HSI 323 : Government of the U.S.
Formerly nown as: HS 323
Last approved: Fri, 18 Mar 2022 08:01:25 GMT

tast edit: Thu, 17 Feb 2022 20:47:37 GMT

Proposer(s) Information

First Name Last Name Title © Email
Ann Phillips Program Coordinator for Homeland phillal 5@erav.edu
Security

Primary Campus
Daytona Beach

Shared Campuses

Prescott
Worldwide

Shared Campus Comments

The only change is to the prefix (from HS to HSI) so | did not reach out to the other campuses. The SLO3, course description, and
course goals were updated in coordination with the other campuses last year when the prefix changed from 8S to HS,

Anticipated effective date for your propusal;
05/01/2022

DB College
Daytona College of Arts & Sciences

pB Department
Security Studies and International Affairs Dept

Course Level
Undergraduate

Course Prefix
HSH

Course Number
323

Course Title
Government of the 1.8,

Is this a Gen £d course?
Yes

Detailed Description of Proposed Change
Change the prefix from HS to HSl in coordination with all the other courses which are part of the HS/HSI degree program.
The course status as a gen ed course will remain as is.

Description

Course Description
(ntroduction to basic issues of democracy inthe U5, constitutionat principles; the executive, fegisliative and judicial branches of
government.

Hours
Credit Hours
3
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Components
Lecture

Lecture Hours per week
3

Prerequisites -~ Enforced
S8 Lawer Level General Education Equivalent; any lower level 35S or GCS course

Teaching Disciplines
Political Science / Politics / Government / History

Related Disciplines
National Security / Law / International Relations / Civics

Goals

Course Goals

This course is designed to develop an understanding of the political world in the United States, It introduces the nature of
constitutional government at the national level, contributing to a greater understanding and poiitical awareness among an informed
citizenry, Students are introduced to rules, institutions and concepts in order to demonstrate the allocation of power and resources
in political conflict, supporting an understanding that the U.S. political process inevitably involves its citizens, regardless of their
invalvement in politics. A research paper is required.

OQutcomes

Instructions: Use the Green Plus (+) sign to add each learning outcome on a separate row, with a period at the end
of each sentence.

Learning Qutcomes - DB

2

Outcome
1 Examine political, economic, educationai terms.
Evaluate the American System of Government with other systems,
3 Judge the effectiveness of public opinion and the role of mass media by describing specific events of historical

significance with today's headline news.
Identify current governmental decisions affecting citizens.

5 Analyze past, contemporary, or current issues or problems impacting the function of the U.S. government in a formal
research paper.

Learning Outcomes - University MCO

Outcome
1 Examine political, economic, educational terms,
Evaluate the American Systemn of Government with other systems.
3 Judge the effectiveness of public opinion and the role of mass media by describing specific events of historical

significance with today's headline news.
I[dentify current governmental decisions affecting citizens.

5 Analyze past, contemporary, or current issues or problems impacting the function of the U.S. government in a formal
research paper.

Proposal Details

Describe the need and rationale for the modifications proposed.

We are proposing to change the prefix of HS 323 - Government of the U.S. to HS| 323 Government of the U.S. This course was
recently heen revived on the Daytona Beach campus and has is being added to the HSI core, The course contains content vital to the
Homeland Security and Intelligence major and its learning outcomes reffect the HSI discipline. This change hetter keeps the prefix
consistent within the degree program while retaining its status as a course that satisfies General Education requirements.

This course supports the HS| goals and should be desighated similatly to existing HSl-named courses,
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Aeronautical University.

What programs accept this course as an elective?
Affected Programs '

Course Proposal

3

DBSGCS - B.S. in Giobal Conflict Studies
DBSIS - B.S. in Interdisciplinary Studies
DMINTHIST - International History
DMTERRSTUD - Tertorism Studies
DMGCS - Global Conflict Studies

Will/Does this course serve as a prerequisite or corequisite for any other courses?
No

Cost

Provide a detailed cost estimate for the proposed course.
There is no cost associated with this course.

Impact

Specify which programs will be affected by this proposed change.
Affected Programs '

DBSHS! - B.S. in Homeland Security and Intefligence
DBSGCS - B.S. in Globat Conflict Studies
DMINTHIST - international History

DMGCS - Glabal Conflict Studies

DMTERRSTUD - Terrorism Studies

DBSIS - B.S. in Interdisciptinary Studles

Specify effect on facilities and equipment.

No additional facilities, equipment, or faculty will be required to offer this course now or in the near future.

Additional Information

Reviewer Comments
Matthew Sharp (sharpm2) (Thu, 16 Dec 2021 18:24:05 GMT): Change ta HSI in the dropdown.

Key: 4699

History

1. Jul 6, 2021 by Kimberly Staley {staleled)
2. Nov 9, 2021 by Janel Wilson (wilso}45)
3, Mat 18, 2022 by Ann Phillips (phillats)
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Aeronautical University.

COURSE PROPOSAL

Viewing: MHSR 515 : International Law and U.S. Security Policy
Primary Campus
Worldwide

WW Gollege
Worldwide College of Arts & Sciences

WW Department
Security and Emergency Services

Course Level
Masters

Course Prefix
MHSR

Course Number
516

Course Title
international Law and U.S. Security Policy

Description

Course Description

The course examines the role of international law, U.S. foreign policy, and international institutions in responding to terrorisim,

crime, complex emergencies, disasters and crises. 1t analyzes the challenges and difficulties in achieving unified response and the
administrative and fegal barriers that must be overcome, The course discusses how U.S. laws and policies intersect with international
norms and regimes in a US security context, including existing multinational treaties such as UNCLOS and the Antarctic Treaty
System, International Cybercrime Treaty, the Biological Weapons Convention or the Chemical Weapons Convention, and international
humanitarian law. Particular attention is paid to privacy laws. The conflicts that are caused by disparate laws and policies will also be
explored, as well as challenges to solutions.

Hours
Credit Hours
3

Components
lecture

Teaching Disciplines
Homeland Security
Criminal Justice
Criminology

Pubiic Policy Administration
Emergency Management
Law

Palitical Science
Terrorism Studies
Intelligence Studies
Transportation Logistics
Security Management
Security Services

Public Health

Sociolegy



EMBRY-RIDDLE Course Proposal 2

Aeronautical University.

Helated Disciplines
Population Health
Cyber Security

Foreign Services
Forensics

Health Services Research
military Technologies
Public Policy

Safety Management
Securlty Services
Computer Technology
International Relations
History

Geography
Internationat Affairs
Politics

Goals

Course Goals

This course surveys the principle domestic legal constraints the U.S. government must operate within when pursuing U.S. security
interests around the globe and in cyberspace. Students will be exposed to the main legal constructs of domestic and international
Jaws which affect the United Statestsqua; ability to formulate and exectite its security policies regarding a wide range of national
interests in hoth the "real’ world and the virtual world.

This is a required course for the M.S, in Cybersecurity Management & Policy and M.S. in Human Security & Resilience programs. it
must be taken after MCMP/MHSR 507 and should be taken after at least one other 500-level course in the student's program.

Outcomes

Instructions: Use the Green Plus (+) sign o add each learning outcome on a separate row, with a period at the end
of each sentence.

Learning Outcomes - University MGO
Outcome

1 Identify and evaluate legal aspects of U.S. security issues or challenges through the use existing national and
international jaws, treaties, and cases,

Identify the growing role that global trends and activitiés have upon U.S, security concerns.

3 Ahélyze the policy objectives of the .S, regarding national, human, and cybersecurity, and compare and contrast those
objectives with current laws and policies.
4 Confront unfamiliar real-world problems involving security, tervarism, crime, complex emergencies, disasters, crises, and
i cyberspace In fight of existing laws and policies, both nationatly and internationally,
5 Demonstrate the abifity to synthesize, analyze, and evaluate US. security issues, challenges, and their associated legal
aspects.

Learning Outcomes - WW

Cutcome
1 identify and evaluate legal aspects of U.S. security issues or challenges through the use existing national and
. international laws, treaties, and cases.
2 |dentify the growing role that global trends and activities have upon U.S. security concerns.
3 Analyze the policy ohjectives of the U.5, regarding national, human, and cybersecurity, and compare and contrast those
objectives with current laws and policies.
4 Confront unfamiliar real-world problems involving security, terrorism, crime, complex emergencies, disasters, crises, and

cyberspace in light of egisting laws and policies, both nationally and internationalby,
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5 Demenstrate the ability to synthesize, analyze, and evaluate U.S. security issues, challenges, and their associated legal
aspects.

Proposal Details
Need or Rationale
Cost

Impact

Additional Information

Key: 3171%

3
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MCMP 516: AVIATION POLICY AND LAW IN CYBERSPACE

Course Deactivation Proposal

Viewing: MCMP 516 : Aviation Policy and Law in Cyberspace
Last approved: Tue, 15 Feb 2022 09:03:52 GMT

Last edit; Wed, 19 Jan 2022 14:58:27 GMT

Justification for this deactivation request
MCMP 516 will updated to MACY 526 that will be one of the 10 courses for the Master of Aviation Cybersecurity (WMAG) program.

Teach out Plan
MACY 528 will be a direct substitute (over 75% overlap of LOs) for MCMP 516 for students in the MSCMP program.

Plan for Student Notification
we will brief change to Academic Advising so they can inform students.

Proposer(s) Information
First Name Last Name Tite ' Emaif
David Harvie harvied@erau.edu

Primary Catnpus
Worldwide

Anticipated effective date for your proposal:
07/01/2022

WW College
Worldwide College of Aviation

WW Department
pepartment of Graduate Studies

Course Level
Masters

Course Prefix
MCMP

Course Number
516

Course Title
Aviation Policy and Law in Cyberspace

General Education Information

1. Lower leve! courses: First-year courses are foundation courses. They are wide-ranging, multidisciplinary
overviews providing students with extensive opportunities to practice reading, research, and writing skills.
tHumanities, arts, social and natural science courses, particularly, should be broadly representative. Skills
courses in mathematics, computer sciencefinformation technology, and physical and life sciences provide strong
foundations for courses that follow them in the discipline.

2. Upper-level courses are broadly representative of a discipline or disciplines. Approved upper-level social science
courses, for example, broadly study human experience, human society, and/or individual relationships in and to
society, For example, history and geography courses address a broad swath of a period or region.

*Remember that course content and assignments should be include, but not limited to, research papers, projects, substantlal creative
prajects, laboratory reports, mathematical analysis, ete.
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Description

Course Description

This course addresses emerging policies and laws that affect cyberspace, particularly related to information security and cybercrime
in the aviation and aerospace industry. The clash between real space and cyberspace is examined, as well as intemational faws and
policies related to aviation, aerospace, and aeronautics.

Criteria for General Education

Hours
Credit Hours
3

Components
Lecture

Teaching Disciplines
Homeland Security
Computer Technology
Criminal Justice
Criminology

Cyber Security
Emergency Management
faw

Political Science

Public Policy Administration
Terrorism Studies
Inteiligence Studies
Transportation Logistics
Security Management
Securlty Services

Related Disciplines
Population Health
Foreign Services
Forensics

Health Services Research
Military Technolegles
Public Policy

Safety Management
Security Services
International Relations
History

Geography
International Affairs
Paolitics

Goals

Course Goals

The goal of this course is to make students aware of the role of law and policy in cyberspace, particularly as it affects aviation,
aeraspace, and aeronautics. Although it Is common to explain activities and issues in cyberspace by way of comparison or analogy
with the physical world, it is imperative that students actually see cyberspace as a world unto itself, in an envirenment that is more
than & 'virtual copy of the real world', To that end, the course exploras crime, information security, international law, cyber warfare, and
other aspects of human life that impact the aviation industry in a virtual wotld.
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instructions: Use the Green Plus (+) sign to add each learning outcome on a separate row, with a period at the end
of each sentence.

Learning Outcomes - University MCO

Outcome

3

Compare and contrast physical space and cyberspace in terms af policy, law, society, rights, and security, with particular
emphasis on the aviation industry.

Articulate the role of national and international laws in cyberspace, as well as eyber laws affecting aviation.
Examine the rights of users in cyberspace, including freedom of expression, privacy, and anonymity.

Analyze the eybersecurity policies of the U.S, and international bodies, the protection of critical infrastructures, and the
cyber safety of aviation,

Produce a set of recommendations to better secure aviation industrial sector from threats - and opportunities —in
cyberspace,

Learning OQutcomes ~- WW

Quicome

W

Compare and contyast physical space and cyberspace in terms of policy, law, society, rights, and secuity, with particular
emphasis on the aviation industry,

Artictilate the rofe of national and international laws in cyberspace, as well as cyber laws affecting aviation.

Examine the rights of users in cyberspace, including freedom of expression, privacy, and anonymity.

Analyze the cybetsecurity policies of the U.3. and international bodies, the protection of critical infrastructures, and the
cyber safety of aviation.

PrctJ)duce a set of recommendations to better secure aviation industrial sector from threats — and opportunities — in
cyberspace.

Reviewer Comments :

Jonathan Campbell (camph8c1).(Wed, 19 Jan 2022 23:02:11 GMT): no issues or concemns at this time ... best
Debra Bourdeau {taylo13f) (Thu, 20 Jan 2022 15:08:01 GMT): Senate Graduate Curriculum Committee concurs.
tinda Rowell (rowelll) (Thu, 03 Feb 2022 18:52:55 GMT): 2 week review complete, Proposal advanced.

Linda Rowell (rowelll} (Mon, 14 Feb 2022 20:08:54 GMT): Curriculum approved effective 7-1-2022,

Key. 2826

History

1. Apr 12,2021 by Joan Jiminez (fiminezj)
2. Feb 15, 2022 by David Harvie (harvied)




